
   Health-ISAC Monthly Newsletter –TLP White August  2021 

 

 

 Top Health Related    
Cyber & Physical Events 

For August: 

Enterprises Warned of New 
PetitPotam Attack Exposing 
Windows Domains 

Kaseya Obtains  
Universal Decryptor for REvil 
Ransomware Victims 

Cyber Incident Notification Act of 
2021 Introduced to US Senate 

US Departnment of Justice  
Charges Four Members of Chinese 
Government Hacking Group 

White House Announces  
Additional Steps and Site to 
Combat Ransomware 

UK Blames China for Microsoft 
Exchange Server Hack 

Supply Chain Ransomware Breach 
Affects 1.2 Million 

Flooded London Hospitals Ask 
Patients to Stay Away 

REvil Websites Down After  
Governments Pressured to Take 
Action Following Kaseya Attack 

SolarWinds Patches Critical  
Serv-U Vulnerability Exploited in 
the Wild     

@H-ISAC @HealthISAC @Health-ISAC 

H-ISAC is pleased to publish a monthly

member newsletter. It is designed to

bring events and other important ISAC

information to your  attention. If there is

something you would like to see included

please email:  contact@h-isac.org

Get Ready to Connect in Europe! 

Registration opens 18 August

H-ISAC’s  Power Your Network Summit
in Santpoort-Noord, Netherlands

will be in-person.

19-21 October 2021

Re-energize this fall in the tranquil setting of Duin & Kruidberg Country Estate,
just outside of Harlem and only 30 minutes from Amsterdam.

Plan to arrive Tuesday afternoon to begin networking. Main sessions are on 
Wednesday. Come hear keynote speaker and cyber security expert, Mikko 
Hypponen, provide his insights on recent and future threats. H-ISAC is known for 
memorable special events and the Wednesday night networking event on the  
chateau’s premises will not disappoint. You won’t want to miss this Summit!  

Call for Papers is open! Is there a threat your team is monitoring?
Recently solved an issue? Share your experience with peers and become part 
of the quality content recognized at H-ISAC Summits.  

Submit content here: https://h-isac.org/summits/power-your-network-2021/ 

H-ISAC Board Elections this Fall
It is time for Membership to begin thinking about the upcoming H-ISAC Board 
elections. There are 6 positions opening up for election this year:  

• (5) positions for 3-year terms

• (1) position for a one year term.

Nominations will be accepted mid-August through September 3
rd

. Which active 
and contributing member or members will you nominate? Elections will  
commence in October and the new Board members will be on-boarded in  
November and inducted at the Fall Summit. 

Look for nomination information coming soon.
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HEALTH-ISAC FALL SUMMIT 

https://h-isac.org/hisacevents/ 

h-isac-table-top-exercise-at-

biohacking-village-at-defcon/ 

UPCOMING EVENTS — Or visit our Events Page https://h-isac.org/events/ 

https://h-isac.org/hisacevents/

rethinking-resiliency-a-virtual-

exercise-series-3/ 

https://h-isac.org/hisacevents/the-

importance-of-securing-workday-

in-healthcare-by-obisidian-

https://h-isac.org/hisacevents/ 

h-isac-monthly-member-threat-

briefing-august-31-2021/ 

       HEALTH-ISAC THREAT INTELLIGENCE CENTER UPDATES

H-ISAC / Microsoft Collaborative
Patch Tuesday Podcast

Health-ISAC members have been privy to Patch Tuesday discussions for several 
months now. H-ISAC and Microsoft have partnered to deliver a new medium 
for Members to discuss notable vulnerabilities and their patches following monthly      
Patch Tuesday updates.  

The August episode will be the 6
th
 broadcast and is typically released 3-4 days after the second Tuesday of the month, 

which is always Microsoft Patch Tuesday.

H-ISAC Patch Tuesday sessions are hosted by a cyber threat intelligence analyst at H-ISAC Threat Operations
Center. Members are encouraged to send all relevant questions for Microsoft ahead of each Patch Tuesday cycle to
be answered during the recorded session. H-ISAC conducts the podcast with international Microsoft Security Product
Managers who contribute their technical knowledge of the patches.

GATHERING DATA FOR 

INTELLIGENCE ISLAND 

We received over 70 submissions for the H-ISAC 

November Fall Summit in San Diego.  

The Fall Summit Content Committee has rolled up 

its sleeves to begin the review process that  

consistently concludes with several balanced  

content tracks of fruitful sessions for attendees. 

Registration opens  

September 1st with Earlybird Deals! 

Keep your eyes and ears open and be ready to act 

on those early registration deals. Paradise Point Marina, San Diego, California 
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