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Powér Your Netwo Summit in the Netherlands is
19-21 October 2021

Meet Keynote, Mikko Hypponen. You will not want to miss his
keynote presentation, “The Online Arms Race.”

YOUR PRE-SUMMIT CHECKLIST:

v/ Register
Registration link: https://h-isac.org/summits/power-your-network-2021/

v/ View the agenda Here is a sampling of sessions:

« Health-ISAC European Council Member Meeting

« Integrating IS into the Business

« Ransomware Sopranos: Understanding the Ransomware Ecosystem

« Driving Cyber Resilience within the Healthcare Digital Ecosystem 2021

« Communicating MD Level Severity of Component Level Cyber Vulnerabilities
« Z-CERT, from Start up to Scale up

¢ RTLO Technique—Hunting Malicious Campaigns via Splunk Rules

\/ Secure accommodations Reservation code ( HISA181021)
Reservation link: https://www.duin-kruidberg.nl/

October 2021

ONLY 2
MONTHS
AWAY!

Intelllgence Island Summit in San Dlego, California is
Nov 30—Dec 2, 2021

OCTOBER IS BOGO REGISTRATION! Throughout October, H-ISAC
Members may register 1 in-person attendee and receive a 2nd in-person attendee at NO cost!

Register here: https://h-isac.org/summits/intelligence-island-fall-2021-summit/

Paradise
Cove—Dinner
and Beach
games!

Dining with
Orcas at Sea

Member

Top Health Related
Cyber & Physical Events
for October:

3.8 Billion Users’ Combined
Clubhouse, Facebook Data

Up for Sale

FBI, CISA, and NSA Warn of
Escalating Conti Ransomware
Attacks

COVID-Related Attacks Prompt
Missouri Hospital to Issue
Panic Buttons

FBIl and CISA Warn of State
Hackers Exploiting Critical
Zoho Bug

Alaska DHSS Says May 2021
Cyberattack Impacts All Alaskans

US Farmer Cooperative Hit by

5.9m BlackMatter

Ransomware Attack

Payment APl Vulnerabilities
Exposed Millions of Users

Software Supply Chain Attacks
Surge 650% in a Year

Ransomware Groups Continue
Assault on Healthcare Orgs as

COVID-19 Infections Increase

Anti-Vaccination Protests Go
Worldwide as Backlash to
Mandates Grows

H-ISAC is pleased to publish a monthly
member newsletter. It is designed to
bring events and other important ISAC
information to your attention. If there is
something you would like to see included
please email: contact@h-isac.org

B 0 ©

@H-ISAC @HealthISAC @Health-ISAC



https://h-isac.org/summits/intelligence-island-fall-2021-summit/
https://threatpost.com/clubhouse-facebook-data-sale/175023/
https://threatpost.com/clubhouse-facebook-data-sale/175023/
https://threatpost.com/clubhouse-facebook-data-sale/175023/
https://www.bleepingcomputer.com/news/security/fbi-cisa-and-nsa-warn-of-escalating-conti-ransomware-attacks/
https://www.bleepingcomputer.com/news/security/fbi-cisa-and-nsa-warn-of-escalating-conti-ransomware-attacks/
https://www.bleepingcomputer.com/news/security/fbi-cisa-and-nsa-warn-of-escalating-conti-ransomware-attacks/
https://katv.com/news/coronavirus/covid-related-attacks-prompt-missouri-hospital-to-issue-panic-buttons
https://katv.com/news/coronavirus/covid-related-attacks-prompt-missouri-hospital-to-issue-panic-buttons
https://katv.com/news/coronavirus/covid-related-attacks-prompt-missouri-hospital-to-issue-panic-buttons
https://www.bleepingcomputer.com/news/security/fbi-and-cisa-warn-of-state-hackers-exploiting-critical-zoho-bug/
https://www.bleepingcomputer.com/news/security/fbi-and-cisa-warn-of-state-hackers-exploiting-critical-zoho-bug/
https://www.bleepingcomputer.com/news/security/fbi-and-cisa-warn-of-state-hackers-exploiting-critical-zoho-bug/
https://www.hipaajournal.com/alaska-dhss-says-may-2021-cyberattack-impacts-all-alaskans/
https://www.hipaajournal.com/alaska-dhss-says-may-2021-cyberattack-impacts-all-alaskans/
https://www.bleepingcomputer.com/news/security/us-farmer-cooperative-hit-by-59m-blackmatter-ransomware-attack/
https://www.bleepingcomputer.com/news/security/us-farmer-cooperative-hit-by-59m-blackmatter-ransomware-attack/
https://www.bleepingcomputer.com/news/security/us-farmer-cooperative-hit-by-59m-blackmatter-ransomware-attack/
https://www.infosecurity-magazine.com/news/payment-api-vulnerabilities/
https://www.infosecurity-magazine.com/news/payment-api-vulnerabilities/
https://www.infosecurity-magazine.com/news/supply-chain-attacks-surge-650/
https://www.infosecurity-magazine.com/news/supply-chain-attacks-surge-650/
https://www.zdnet.com/article/ransomware-groups-continue-assault-on-healthcare-orgs-as-covid-19-infections-increase/
https://www.zdnet.com/article/ransomware-groups-continue-assault-on-healthcare-orgs-as-covid-19-infections-increase/
https://www.zdnet.com/article/ransomware-groups-continue-assault-on-healthcare-orgs-as-covid-19-infections-increase/
https://deadline.com/2021/09/anti-vaccination-protests-worldwide-backlash-to-mandate-grows-1234839338/
https://deadline.com/2021/09/anti-vaccination-protests-worldwide-backlash-to-mandate-grows-1234839338/
https://deadline.com/2021/09/anti-vaccination-protests-worldwide-backlash-to-mandate-grows-1234839338/
https://www.linkedin.com/company/national-health-isac-nh-isac-/
https://twitter.com/HealthISAC
https://www.instagram.com/healthisac/
mailto:contact@nhisac.org
https://h-isac.org/summits/power-your-network-2021/
https://www.duin-kruidberg.nl/

HEALTH-ISAC EXERCISE

H-ISAC Hobby Exercise 2021- call for Participants

The Hobby Exercise is an annual Healthcare and Public Health (HPH) event designed to engage the sector and its partners on
significant security and resilience challenges to inform improvements to planning and response. The second iteration of the
Hobby Exercise is scheduled for November 2, 2021 at Venable LLP in Washington, DC. We anticipate 30-50 participants, in
person, from the public and private sector. This all-day exercise features keynote speakers, large group discussion, breakout
room discussions, lunch, and ample breaks to network. The exercise will be held at TLP Amber to facilitate open discussion on
these important matters.

Participant details: Aninclusive, holistic, multi-disciplinary approach provides value to this exercise, and we are
looking for diverse representation across the sector. This diversity extends to organization type (e.g., MDM, HDO, etc.), role
(e.g., IT/Security, HR, Legal, Comms, etc.), and individual experience level

Purpose: The Hobby Exercise educates participants on the issues within healthcare and how H-ISAC and its members
can, and are, addressing them. This exercise builds enduring relationships within and across the public and private sector that
help to strengthen understanding, response, and recovery plans and activities.

Seats are filling up, sign up today!
To participate in the Hobby Exercise or learn more, please email contact@h-isac.org.

HEALTH-ISAC UPDATE - MEMBER SERVICES

EaS NEW COMMUNITY SERVICE FOR H-ISAC is a CYBERSECURITY
wvmes MEMBERS—SAFEGUARD CYBER proud Champion AWARENESS
Since 2017! MONTH
Health-ISAC recently partnered with SafeGuard Cyber ,
and its security and risk management platform as a For Cyber Security Awareness Month 2021, Health-ISAC
resource for members to protect and govern digital will share tips throughout October.
communications, including collaboration, chat, and
social media. Health-ISAC’s Chief Security Officer, Errol Weiss, shares
tips for “Staying Safe On-Line” in this video. He simplifies
As part of H-ISAC’s Community Services some favorite online safety advice into two basics:
Program, SafeGuard Cyber is offering 1) Multi-Factor Authentication and
members a 16-month license for the standard 2) keeping software up to date.
annual license fee of 12 months. Check out the video here and
feel free to share it with
See the Community Services web page for more others! Link to Video:
information: https://h-isac.org/community-services/ https://h-isac.org/cybersecurity-awareness/
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WIEB[INIAR Partnered Event Exercise Monthly Member
Rethinking Resiliency: Threat Briefing
F@ILIL 11" Annual Leadership Virtual Exercise Series #5 TLP
Virtual Oktoberfest: Cybersecurity Summit Wednesday, October 27
When offline goes online for October 25th 12pm-3pm EDT
Medical Devices Full day seminar for sponsored by
By CyberMDX Healthcare and Tuesday, October 26
i i 12pm EDT
October 25th Medical Device P
https://h-isac.org/hisacevents/virtual https://h-isac.org/hisacevents/h-isac- https:/h-isac.org/hisacevents/ https:/h-isac.org/hisacevents/
-oktoberfest-when-offline-goes- healthcare-cybersecurity-workshop- rethinking-resiliency-a-virtual- h-isac-monthly-member-threat-
online-for-medical-devices-by- hosted-by-emory-university/ exercise-series-5/ briefing-october-26-2021/
cybermdx/
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