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Ohana Village Registration is Open!

Missed the Super 2’s-Day Deal? Don’'t worry; Summit Palooza is here.
March 1st only

Both in person and virtual registration is US$99
for Health-ISAC Members.

JUST ANNOUNCED!

Keynote with Terry Bowden Fireside Chat with CISA Deputy Director

Terry Bowden will
inspire and motivate
the crowd, sharing
his trademark
winning qualities that
led to a 68% winning |
percentage during
his college football
coaching career.

A former New York paramedic and
Commander of a US federal medical
response team, CISA Deputy
Director Nitin Natarajan holds
extensive experience deploying to
disasters throughout the US and is
no stranger to cyber and physical

Need to Register or Book a Room?

Registration: https:/h-isac.org/summits/spring-2022-summit-2/

Accommodations: https://h-isac.org/summits/hotel/

threats and will share his experiences.

Threat Landscape Report

Health-ISAC’s Threat Operations Center, in partnership
with Booz Allen Hamilton, published its first annual
threat report. This year’s focus is on the Current and
Emerging Healthcare Cyber Threat Landscape, released

at TLP: Green, which Members can download from the Health-ISAC Threat

Intelligence Portal (HTIP.) Please be ———

on the lookout for the TLP: White 00z | Alen | Hamiftort Grisac

version of the report, which will be

published in the coming weeks. Current and Emerging Healthcare
Cyber Threat Landscape

Top Health Related
Cyber & Physical Events
for February:

Canada's Major Banks Go Offline
in Mysterious Hours-Long Outage

Ukraine Says it's Targeted by
Massive Wave of Hybrid Warfare

US Says Russian State
Hackers Breached Cleared
Defense Contractors

Ukrainian Banks Under Cyber
Attack and Defense Ministry Site
Crashes

Western Defense Officials to Meet
Amid Disputes of Russia’s
Drawdown Claims

FritzFrog Botnet Grows 10x, Hits
Healthcare, Edu, and Govt

Systems

Microsoft: February 2022 Patch
Tuesday, 48 Bugs Squashed, One
Zero-Day Resolved

Healthcare Sector Spearheads
SBOM Adoption to Support

Cybersecurity

Iranian Government-Sponsored
MuddyWater Actors Conducting
Malicious Cyber Operations | CISA

NCSC Alerts UK Orgs to Brace for
Destructive Russian Cyberattacks

H-ISAC is pleased to publish a monthly
member newsletter. It is designed to
bring events and other important ISAC
information to your attention. If there is
something you would like to see
included please email:
contact@h-isac.org
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Join Health-ISAC at HIMSS22

“What Keeps Cybersecurity
Professionals Up at Night?”

Hear the healthcare cybersecurity perspective from
Health-ISAC President and CEO, Denise Anderson and
Health-ISAC Chief Security Officer, Errol Weiss. Attend this
session on Monday, March 14 at 10:20am EST at HIMSS22;
then join us for dinner!

COMMUNITY SERVICES

Threat Intelligence for Analysts and SOC
Teams

New Community Services provider GreyNoise filters
out “internet noise” from your alert stream, thus freeing
up analysts to focus on true threats.

All Health-ISAC members can sign-up for a free
GreyNoise Community Account, and receive a 10%
discount for the GreyNoise Enterprise Account.

Learn more here:
https://h-isac.org/community-services/.

Diversity and Inclusion Working Group

H-ISAC is seeking Members interested in joining the
Diversity and Inclusion Working Group (DIWG). This
working group has been established by Members to support
diversity and inclusion within member organizations of
Health-ISAC.

The working group’s purpose is to provide a platform to
support discussion and sharing of best practices that enable
a commitment to equality and representation for practitioners
from all walks of life and ensuring those from
under-represented socioeconomic backgrounds, ethnicities,
sexual orientations, gender, mental normative status,
able-bodied-ness, and nationality have a forum to encourage
outreach, participation and advocacy.

Meets: 1 Thursday of each Month

HIMSS

Find details to both events on our Events page: https://h-isac.org/events/

MSKESSON

Register here:
https://h-isac.org/hisacevents/h-isac-healthcare-cybersecurity-workshop-hosted-
by-mckesson/

WORKING GROUP SPOTLIGHT

Member Meetup

Join fellow Health-ISAC Members for dinner and
banter on Monday, March 14 at 6pm EST. Prospective
Members are also welcome. Reservations are required
by March 11.

IRELAND CYBERSECURITY WORKSHOP

In Person Healthcare Cybersecurity
Workshop

B Health-ISAC is excited to present a full day on-site
workshop in Cork, Ireland on Thursday, March 10, for
Members and prospects. Hosted by McKesson and
sponsored by Armis.

Topics include: OT Security, Cybercrime Ireland, Irish Cyber
Talent pipeline, Security Awareness, Shared Responsibility
for Medical Device Security and Networking opportunities.

Insider Threat Working Group (ITWG)

Interested in collaborating to enhance pharmaceutical and
healthcare Insider Threat Programs?

Health-ISAC Members formed a new working group and are
accepting participants to share information on in-house
prevention detection, and response of such threats, by
learning about other companies' tools, rules, mechanisms,
and policies.

The group also aims to develop new ideas around Insider
Threat programs specific to the pharmaceutical and
healthcare sectors via discussions and round tables to
discover new options and potential solutions for
monitoring, detection, and prevention of insider threats.

Meets: 2" Tuesday of each Month.

UPCOMING EVENTS — Or visit our Events Page https://h-isac.org/

Health-ISAC Health-ISAC
Live March 3-9 Ambassador
Visit Health-ISAC at VIVE panel

powered by CHIME + HLTH

Resetting Expectations for
at Miami Beach

Supply Chain Risk
Exhibit Hall Level 1: Halls A-D Management
~ Booth #827 by RiskRecon

March 9 at 1:20pm ET
Health-ISAC CSO
“Addressing Healthcare Security
as a Patient Safety Issue”

Thursday, March 10
1:00pm ET

https://h-isac.org/hisacevents/
resetting-expectations-for-supply-
chain-risk-management-by-
riskrecon/

https://h-isac.org/hisacevents/join-
health-isac-at-the-vive-powered-by-
chime-hlth-at-miami-beach/

‘ﬁ"f»\
Health-ISAC @ H 'SAC
Ambassador

webinar Monthly Member
Threat Briefing
Tuesday, March 22

12pm ET

Top 5 Ways Al Can
Supercharge Your Special
Investigations Unit

M
by Mastercard Engaging Talks and

Contributions by

Community Services
Thursday, March 24
12pm ET

Link swill be sent via the
Member list server

Wednesday, March 2
1:00pm ET

https://h-isac.org/hisacevents/top-5-
ways-ai-can-supercharge-your-siu-
by-mastercard/
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