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HEALTH-ISAC BOARD ELECTIONS
Voting is Open October 3 - October 14

Members: Be on the lookout for an email from
annual-member-voice@h-isac.org for voting.

"Your vote is your opportunity to ensure representation by peer entities
facing similar challenges and concerns to you and for them to be
reflected in the direction of Membership resources. Please take a

moment to vote today."

--Terry Rice, Health-ISAC Nominating Committee Chair

European Summit

Registration Closes 16 October!

Register today!

Summit link: https:/h-isac.org/summits/2022-european-summit

Excellent networking and learning opportunities
in Vilamoura, Algarve, Portugal.

Participate in the European Council Meeting, engage in the deep dive discussion
of your choice in Member Round Tables, and learn how to tailor your Membership
to the needs of your organization.

Sessions include:

e “China: Imminent and Pressing Threat to Healthcare’s Intellectual Property”
*  “Building SOC Tier 2 Capability”
*  “Improving Medical Device Security by Moving to Defined Responsibility.”

Fall Americas Summit
Book your Room by November 11

ﬁ utejtofsecunity,

Summit link: https:/h-isac.org/summits/2022-fall-americas-summit/

When booking travel arrangements to Phoenix, AZ, plan to arrive Tuesday,
December 6 for “Member's Only” Working Group meetings, Round Tables, and the
Member Update luncheon.

yo.%.
Singapore
21-23 March, 2023

Call for Papers is open for the 2023
APAC Summit in Singapore.

Summit Link:
https://h-isac.org/summits/2023-apac-summit/

Still need a Room? Rooms are available until Room Block Sells Out.

Top Health Related
Cyber and Physical
Events for October

EBI: Hackers Steal Millions
From Healthcare Payment
Processors

LockBit Ransomware Builder

Leaked Online by Angry
Developer

EU Suspects Sabotage in

Massive Russian Gas Pipeline
Leak

Cyberattack Costs for
Business Up By 80%

Akamai Sees Europe’s
Biggest DDoS Attack to Date

Hacktivist Group GhostSec

Compromises 55 Berghof
PL Cs Across Israel

Chicago Children’s Hospital

Ups Security After ‘Libs of
TikTok” Social Post

The Dark Web Economy

Uber Hacked. Internal

Systems Breached. and
Vulnerability Reports Stolen

New York Ambulance Service
Discloses Data Breach After
Ransomware Attack

Health-ISAC is pleased to
publish a monthly newsletter
designed to bring events and
other important ISAC news to
your attention. If there is
something you would like to
see included, please email:
contact@h-isac.org
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CYBERSECURITY AWARENESS MONTH WHITE PAPER

-

October is Global Cybersecurity Awareness Month WHITE PAPER

A HEALTH-ISAC GUIDE FOR CISOS

Health-ISAC has been a Cybersecurity Awareness Champion since
2017, helping spread awareness of cybersecurity best practices. View
Health-ISAC security tip videos, Daily Cyber Headlines, and other
shareable resources on this website page:
https://h-isac.org/cybersecurity-awareness/.

Identity Zero Trust: A

Australia Cyber Security Centre resources (ACSC): Health-ISAC Guide for CISOs
https://www.cyber.gov.au/acsc/cyber-security-awareness-month-2022 Health-ISAC’s Identity Working Group
- released a white paper to educate
LA . . healthcare CISOs on Zero Trust, The
: enisa @ European Union Cybersecurity Agency (ENISA) paper details its basic tenents,

By 50 i resources: https://www.cybersecuritymontheu/ describes the unique challenges to a
Zero Trust migration, and covers how
to begin implementing the
US National Cybersecurity Alliance Resources: architecture.
CYBERSECURITY https://staysafeonline.org/programs/cybersecu-
ALLIANCE rity-awareness-month/

} NATIONAL

Download the paper here: htips://h-
isac.org/identity-and-zero-trust-a-
health-isac-guide-for-cisos/

REGIONAL WORKSHOPS

Health-ISAC / UnitedHealth Group Health-ISAC / DHR Security Workshop
Security Workshop October 28 in Texas
October 13 in Minnesota

This security workshop in Edinburg, Texas is for

Join healthcare security peers in Eden Prairie, all critical infrastructure security sectors.
Minnesota to discuss the threat landscape, security Sessions include cyber threat landscape, incident
awareness, Incident response, and participate in a response, third party risk, ransomware, IT/OT
tabletop exercise with a physical implications security and a tabletop exercise.
scenario.
https://h-isac.org/hisacevents/health-isac-dhr-health-

https://h-isac.org/hisacevents/health-isac-united- security-workshop/
health-group-security-workshop/

sponsored by jproofpoint. Sponsored by

UPCOMING EVENTS: LINKS AVAILABLE HERE: https://h-isac.org/events

Monthly Member Events

- Booth #1721
Monthly Threat Briefing
; ; . 10/25 - Last Tuesday of each
- Insight and Actions for Leadership month at 12pm ET
- Cyber Threats in Healthcare? Yes, You are at Risk! 10/10 at 11am Community Services

ETC Update
10/27 - Last Thursday of each
- Medical Device Cyber Security: Why It Matters month at 12pm ET. .
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