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HC3 Warns of Cl0p Ransomware 
Targeting Medical Images 

ICS Confronted by Attackers  
Armed with New Motives, Tactics, 
and Malware 

Criminals Seek OpenAI Guardrail 
Bypass to Use ChatGPT for  
Malicious Purposes 

Ransomware Operators Continue 
to Aggressively Target US  
Healthcare Sector

New Backdoor Created Using 
Leaked CIA’s Hive Malware  
Discovered in the Wild 

RAT Malware Campaign Tries to  
Evade Detection with Polyglot Files 

Zoom Patches High Risk Flaws on 
Windows and MacOS Platforms 

Another North Carolina Power  
Substation Damaged By Apparent 
Gunfire Weeks After Grid Attacks  
Left Thousands Without Power

British Health Care Crisis Escalates 
With New Nurse Strikes

Substation Attacks May Lead To 
New Energy Security Rules In  
2023, Experts Say

Health-ISAC is pleased to  
publish a monthly newsletter  
designed to bring events and  
other important ISAC news to 
your attention. If there is  
something you would like to  
see included, please email:  
contact@h-isac.org

@Health-ISAC @HealthISAC   @Health-ISAC

Top Health Related 
Cyber and Physical 
Events for Febuary

PRAGUE WORKSHOP HIGHLIGHTS 
Health-ISAC started the year in the Czech Republic 
with a Healthcare Cybersecurity Workshop in Prague on 
12 January, hosted at MSD. Forty healthcare security 
peers gathered to learn and share mitigation strategies 
and connect within a trusted environment. 
Freshly energized attendees spoke about the workshop on LinkedIn:

It was a very enriching experience thanks to participants from both the  
Private & Public sectors. My main take away is that by sharing valuable  
information with each other we all get stronger, and with that we manage to 
serve our patients better.
The day was excellent. A huge shout out to Health-ISAC, as all I heard 
throughout the day from all the attendees is that every company should be a 
part of this organization.

Please consider sharing your best practices as a speaker or hosting a workshop 
at your facility. March and April locations include California and Ireland. Learn 
more here https://h-isac.org/events/.

Don't Miss Out on Early Bird Registration -- Now Open! 

 March 21-23, 2023! 

Register here:
https://h-isac.org/sum-

mits/2023-apac-summit/ 

We have several great topics.  Here are a few to peak your interest: Regulatory Intelligence & 
Regulatory Change Management; How to handle 50+ CVEs per day - designing an efficient vulnerability 
evaluation process for a large product portfolio; Cybersecurity Management Service – Product Security 
Transparency for Healthineers and its Customers; Practical machine learning applications in a SOC 
environment; Hacking Healthcare Presents: International Healthcare Data Sharing and Incident 
Response Preparation

Attendees continually rate Health-ISAC Summits as excellent for content and the high level of 
networking. Be part of Health-ISAC’s commitment to strengthen the global healthcare sector. 

Collaborate, Connect, and Inform

Health-ISAC’s new logo and brand dynamically highlights  Health-ISAC’s new logo and brand dynamically highlights  
our commitment to making global healthcare stronger and safer our commitment to making global healthcare stronger and safer 

through trusted connections.  through trusted connections.  
  View it here.View it here.  
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			 SPRING AMERICAS SUMMIT

Workshop and Inaugural European Hobby Exercise 

          
 

UPCOMING EVENTS	 View all Health-ISAC Events here https://h-isac.org/events/

Service Spotlight - 
Indicator Threat Sharing

Health-ISAC Indicator Threat Sharing 
(HITS) is a real-time exchange of cyber 
threat indicators to mitigate potential 

threats against critical organizational assets and infrastructure.

HITS allows members to easily connect and quickly share  
cyber threat intelligence through machine-to-machine  
automation. Multiple threat feeds are available for Members to 
ingest into their environment. Members share indicators  
observed in their environment with the Health-ISAC  
community, which strengthens the entire sector.  

Get started https://h-isac.org/automated-feed-transition/  

Monthly Member Events

2/1 - ETC webinar 
at 12pm ET

2/28 - Member Threat Briefing 
Last Tuesday of each  

month at 12pm ET

February 7 at 1pm: Navigator webinar by Dellfer 
Medical Devices Breaking Bad: A Discussion Around Security

February 15 at 2pm: Navigator webinar by Cyware 
Extending the Reach of Threat Intelligence: The Need for Collective Defense

March 7 in Santa Clara, California
Health-ISAC / Healthcare Cybersecurity Workshop Hosted by Agilent

March 9 in San DIego, California 
Health-ISAC / Healthcare Cybersecurity Workshop Hosted by Rady Children’s 

Phil Englert, Director of Medical 
Device Security for Health-ISAC, 
discusses the industry’s concerns 
regarding third party vendors and 

medical devices.

The Collective Voice of Health IT, A WEDI 
Podcast - Episode 87. 

https://www.listennotes.com/podcasts/the-collective/
episode-87-third-party-yRWwEpqMBU8/

Strike Back May 9-11, 2023 in Florida 
Do you have a case study or relevant topic that 
will “strike” the Health-ISAC Community? Submit 
your abstract today to share it in May.

Submit here:
https://www.cvent.com/c/abstracts/357495e5-
7573-4aad-968a-dc70fe0240af

Attendee feedback on what want they to hear:

Supply chain security * Brand protection / brand 
fraud (i.e. spoofed AR remittance websites and 
emails) * OT * Lab security * Case studies  
covering how an issue was tackled and the results 
* NIST CSF and supporting guidelines, standards,
assessment * Cyber insurance * CTI or IR
* Zero trust from the perspectives of core strategy
/ philosophy, operating principles and resource
access * Business contingency
and resiliency.

PODCAST - MED DEV & 3RD PARTY

Inaugural European Exercise
On April 20, Health-ISAC will also conduct its 
inaugural European Exercise in Dublin. 
Similar to the Hobby Exercise, it will identify 
gaps and  increase healthcare sector 
resiliency.

Learn more about 
the exercise in this 
video:

https://youtu.be/
x000WoOtySk
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