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 April 2025

Top Health Related
Cyber and Physical
Events for April

Health-ISAC is pleased to publish
a monthly newsletter designed to
bring events and other important
ISAC news to your attention. If
there is something you would like
to see included, please email: 
contact@h-isac.org

 Unpatched Windows Zero-Day
Flaw Exploited by 11 State-
Sponsored Threat Groups Since
2017

Medusa Ransomware Exceeds
300 Critical Infrastructure Victims

Denmark’s Cybersecurity Agency
Warns of Increased State-
Sponsored Campaigns Targeting
European Telecom Companies

ClickFix Widely Adopted by
Cybercriminals, APT Groups

New Akira Ransomware Decryptor
Cracks Encryption Keys Using
GPUs

 Zoom Patches 4 High-Severity
Vulnerabilities

 United States: Texas Measles
Cases Grow To 223, Mostly
Among Children And Teens

Cuba: Cuba Suffers Major Power
Outage After Substation Failure
Leaves Millions Without Electricity

India: Family Attacks Doctors In
Hamidia Hospital After Patient’s
Death 

South Africa: Gqeberha Hospital
Security Guards Robbed At
Gunpoint 

APAC SUMMIT HIGHLIGHTS            

Spring Americas Summit 
Early bird pricing ends on April 18th.

The APAC Summit in Kuala Lumpur was a huge success.
With the theme Rising Above Threats, Members from
around the world came to share best practices with
health sector security peers in Malaysia.

Save the date for the 
2026 APAC Summit

March 10-12 
in Bali, Indonesia.

Watch the teaser video.

View the event photos on 
LinkedIn here and here.

Tuesday offers a range of roundtable discussions and in-person working group sessions,
followed by the Member Luncheon meeting and Welcome Reception in the Vendor Hall.

Plan to arrive Monday to attend a pre-summit
workshop and test your cybersecurity skills:
Google Threat Intelligence's Capture the Flag.

Register today.

Health-ISAC Monthly Newsletter - TLP White 

Petronas Towers Tour 

Keynote Wan Roshaimi
Wan Abdullah

🔊 "Good mix of topics with regional and global focus,
excellent organising by the Health-ISAC team. "
 
🔊 "The networking opportunities are absolutely a blast!
Not to mention, being able to listen, learn and connect
with experts from different areas of healthcare." 
 
🔊 "Good platform to network with like-minded IT
Security peers."

Attendee feedback was positive:

The Hotel Room block ends on April 28
or when the room block is sold out.

Have a drink and appetizers while connecting with member peers
directly following the last session. Register here.

Member Meetup After RSAC™
Conference 2025
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Health-ISAC members enjoy $150 off RSAC™ Conference 2025

Join us for RSAC™ 2025 in San Francisco! Immerse
yourself in critical cybersecurity discussions, network
with industry leaders, and uncover innovative ideas.
Experience hands-on learning and deep-dive sessions.
Health-ISAC Members can email contact@h-isac.org for
a discount code to save $150. 

Workshop includes
a Tabletop Exercise

Hosted at STERIS 
Mentor, Ohio

HEALTH SECTOR SECURITY WORKSHOPS AND WEBINARS

MORE UPCOMING HEALTH-ISAC EVENTS - Learn More and Register

Apr 29  Americas Monthly Threat Briefing
Apr 30  European Monthly Threat Briefing

Apr 24  Engaging Talks and Contributions    
with Community Services

Apr 8 Beyond Vulnerability Scanners: 10 Ways
Attackers Exploit Healthcare Networks 
A Navigator webinar by BreakPoint Labs

Apr 17 The impacts of AI on Healthcare and
Cybersecurity Outcomes
A Navigator webinar with SentinelOne

RSAC™ 2025 CONFERENCE MEMBER DISCOUNT

COMUNITY SERVICES - CELERIUM  RESOURCES: WHITE PAPER

Hosted at Mass
General Brigham 

Somerville, MA

Workshop includes
a Tabletop Exercise

Celerium, a provider of data breach defense solutions,
specializes in helping medium to enterprise
organizations whose staff are overloaded and
overwhelmed by providing threat-intelligence based
solutions that automate data breach prevention and
early-stage containment. Celerium is offering Health-
ISAC members a no-cost one-year subscription to its
data breach defense solution with configuration on up
to two firewalls. 

Apr 10 Trailblazer Special Interest Group webinar
for SMB Members
a monthly event to a quarterly event.

Note: This has changed from 

Celerium Joins the Community Services
Program at Health ISAC 

Visit https://health-isac.org/organization/celerium/ or
Member Portal: Home → Discover Community
Services to learn more

Apr 22 Navigating Vulnerability Identification and
Post-market Cybersecurity
A Navigator webinar by RunSafe Security

A TOC Spotlight
Webinar

Unboxing CTI: Maximizing
Your Cyber Threat
Intelligence

Apr 23 Quarterly Threat Insights Webinar
Also open to prospective members

ISACs are Independent, Reliable Communities Industry 
Can Rely on When Governments Change

HEALTH-ISAC PRESIDENT AND CEO - UNDERSTANDING ISACs 

Denise Anderson, Health-ISAC President and CEO, has been recently quoted in several
articles explaining the stability of ISACs.
Changes in government administrations “only serve to demonstrate the tremendous
importance that ISACs bring to global security, as stable, reliable communities of trust
that industry and critical infrastructure sectors can rely on for timely, actionable, relevant
information and analysis, coordination and collaboration 24/7, 365 days a year.”

February 28  in MSSP Alert - th

https://health-isac.org/trumps-cisa-cutbacks-worry-cybersecurity-pros/
March 12  in The Record - th

https://therecord.media/cisa-cuts-10-million-isac-funding

A comprehensive toolkit developed to help
organizations build, mature, and
standardize their Cyber Threat Intelligence
programs with ready-to-use tools,
templates and resources.
https://health-isac.org/guidance-to-for-cti-in-a-box/
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