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2025 Health-ISAC
APAC Summit

March 18-20, 2025

Kuala Lumpur, Malaysia

Six Weeks Away' The APAC Summit offers two exciting keynote speakers.

Wednesday - Wan Roshaimi Wan Abdullah, CTO, CyberSecurity Malaysia
Thursday - Dr. Muralitharan A/L Paramasua, CEO, Medical Device Authority Malaysia.

Register with early bird pricing until February 14.
The Saujana Hotel Kuala Lumpur - Book your on-site accommodations.

On Wednesday evening, Rise Above the heart of Kuala Lumpur with an exclusive guided
tour of the world’s tallest twin skyscrapers, Petronas Towers. Enjoy amazing views and
an exquisite private dinner of Cantonese and Szechuan delicacies at Seligi Pavilion,
located on the 41st floor of the Malaysian Petroleum Club.

_ 2025 Health-ISAC I
Spring Americas Summit
May 19-23, 2025 | Naples, Florida

Safe Harbors

Mark your calendarS“

|é4j Monday, February 24—Registration opens with a ONE-DAY sale exclusively
for Members. Register on SummitPalooza Day at a price of USD $99.

Watch the teaser video on Vimeo to view the Summit’'s coastal location.

Current and Emerging Healthcare Cyber Threat Landscape

. Health-ISAC's Annual Threat Report

2025 Health Sector
Cyber Threat Landscape

Key findings include a surge in ransomware attacks, with increasingly
sophisticated techniques employed by threat actors.

Members can access the full report in the Threat Intelligence Portal
(HTIP). It will be released for public use in mid-February. CISOs will find
[Ey— --- it useful for Board meetings and budget planning.

February 2025

Top Health Related
Cyber and Physical
Events for February

Blvanti Connect Secure Zero-Day

Exploited by Attackers (CVE-2025-
0282)

FDA Warns of Cyber Risks in
Guidance for Al-Enabled Devices

US Treasury Department
Sanctioned Chinese Cybersecurity
Firm Linked to Flax Typhoon APT

New Al Jailbreak Method Boosts
Attack Success Rates by Over 60%

Over 3 Million Mail Servers Without
Encryption Exposed To Sniffing
Attacks

Severe Security Flaws Patched in
Microsoft Dynamics 365 and
Power Apps Web API

China: Virus Outbreak In China
Sparks Pandemic Concerns: What
To Know About HMPV

Italy: Woman Arrested In Naples
For Latest Attack On Emergency,
Room Doctor

United States: Woman Crashes
Into NJ Hospital Emergency,
Department Doors, Drives Down
Hallway_

United States: Pharmacy Owner
Sentenced For $1.3M Healthcare
Fraud

Health-ISAC is pleased to publish
a monthly newsletter designed to
bring events and other important
ISAC news to your attention. If

there is something you would like

to see included, please email:
contact@h-isac.org
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Seeking Member Comments on HIPAA's New Proposed Cybersecurity Rules
On January 6, The Department of Health and Human Services (HHS), a United States Government Agency, published a notice to
update the Health Insurance Portability and Accountability Act (HIPAA) and improve the cybersecurity protection of electronic
protected health information (ePHI). The proposed rules include requiring written procedures to restore IT systems and data
within 72 hours of a loss, encrypting all ePHI at rest and in transit, use of MFA, vulnerability scanning twice a year, penetration
testing once a year, network segmentation, anti-malware protection, and much more.

HHS is accepting public comments on the proposed rules. Health-ISAC will submit comments on behalf of the health industry.
Organizations can submit their comments directly to HHS by following the instructions in the Fact Sheet provided here.

If you would like Health-ISAC to submit your comments as part of the overall industry voice, please send them to
membership@h-isac.org. Member inputs will be accepted until February 21st so that comments can be consolidated and
submitted in aggregate by the HHS deadline in early March.

NEW WORKING GROUP

NEW COMMUNITY SERVICES PROVIDER

Community Services welcomes @9 S“Obreaker

Silobreaker offers a threat intelligence platform that
Call for Participation — This new working transforms vast amounts of data into actionable

group discusses financial fraud incidents and intelligence. This platform supports various use cases,

collaborates on detection tools and technologies including cyber threat intelligence, supply chain disruption,
that can be used to enhance the monitoring and and threat landscape monitoring.
prevention of financial fraud in the health sector.

Financial Fraud Detection and
Intelligence Sharing

Topics will include business email compromise To learn more about Silobreaker and other Community
(BEC), incentive program theft, and insurance fraud. Services Providers please visit:

https://health-isac.org/community-services/

Members interested in actively participating in and
Y hi ki |
s s gl s OR in the Member Portal:

Home  Discover Community Services.

2025 CISO SUMMIT

CALIFORNIA WORKSHOP

Health-ISAC is pleased to announce the second CISO Summit in Napa, Cybersecurity Workshop
California. This exclusive, 2-day event will bring together Health Sector and Tabletop Exercise
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CISOs in an intimate setting to discuss top-of-mind topics for CISOs, by
CISOs. Learn more here.

2025 CISO Summit - I
September 17-19 -
in Napa, California

»

Thursday,
February 27

9 am to 4 pm
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Health Sector Cybersecurity Workshop Cybersecurity Workshop & TTX
Bratislava, Slovakia - hosted at Siemens Roseville, CA - hosted at Adventist Health
Strategies for a Stronger Healthcare SMB: Engaging Talks and Contributions

A Threat Report - Navigator webinar with OpenText with Community Services

Americas Monthly Threat Briefing Health Sector Cybersecurity Workshop

Basel, Switzerland - hosted at Roche and
European Monthly Threat Briefing sponsored by Booz Allen
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