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APAC SUMMIT HIGHLIGHTS            

Top Health Related
Cyber and Physical
Events for March

Health-ISAC is pleased to publish
a monthly newsletter designed to
bring events and other important
ISAC news to your attention. If
there is something you would like
to see included, please email: 
contact@h-isac.org

Fortinet Warns of New Zero-Day
Exploited To Hijack Firewalls

8Base Ransomware Data Leak
Sites Seized in International Law
Enforcement Operation

Threat Actors Leveraging Image &
Video Attachments to Deliver
Malware

Medical Monitoring Machines
Spotted Stealing Patient Data,
Users Warned To Pull the Plug
ASAP

Google Says Threat Actors Abuse
Gemini AI To Empower Their
Attacks

Healthcare Provider Data Breach
Impacts 1 Million Patients

United States: Man Arrested For
Battering Medical Staff,
Barricading Self In Doctor’s Office

 Fiji: Declares Dengue Outbreak,
200 Cases Recorded

Spain: Doctors Strike And Mobilize
On Monday In Protest Against New
Framework Statue 

 United Kingdom: Virus Outbreak
Rips Through Wards Like Wildfire
At Major Hospital

Tuesday Welcome Reception
Kick off the week by meeting new peers while enjoying food and
refreshments at the Tuesday evening meet-and-greet.

Wednesday Evening Event
Rise Above the heart of Kuala Lumpur for an evening of
networking, food, and fun at the world’s tallest twin skyscrapers,
Petronas Towers. 

Thursday Evening Dinner
Close out the conference with a beautiful dinner at the resort.
Solidify relationships and get a sneak peek at next year’s APAC
Summit.

APAC Summit - Only 2 weeks away! 
Registration closes March 12, 2025 | 11:59 PM MYT
Plan to arrive Tuesday to attend one of the Member Round
Table discussions: Shared Responsibility Model in Practice, A
China for China Strategy, Insider Threats, or Who Do You Trust?

This year’s report includes an infographic timeline of significant
cyber and physical events that affected the global sector in 2024. 

Health-ISAC’s Annual Report
Building Sector Resilience

Learn about the initiatives, achievements, and impact that 
Health-ISAC delivered in 2024.  

Download the report here. 

Recently Published Reports

Health Sector Cyber Threat Landscape 

Use the information in this report to help prioritize efforts to protect
health sector organizations and cybersecurity programs in 2025. 
Download the public report here.
Members can access the full report in the Threat Intelligence 
Portal (HTIP). 

A challenging year for health sector cybersecurity  
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HEALTH SECTOR SECURITY WORKSHOPS

UPCOMING HEALTH-ISAC EVENTS - Learn More and Register

Mar 25  Americas Monthly Threat Briefing

Mar 26  European Monthly Threat Briefing

Mar 27  Engaging Talks and Contributions    
with Community Services

Mar 3 Health-ISAC CEO speaking at HIMSS 2025
Building Resilience: Preparedness & Response in
Healthcare

Mar 3 VP of Medical Device Security speaking at
the 2025 ACCE CE-IT
-Medical Devices with Hospital IT Networks

Bridging the Gap: Integrating 

RSAC™ 2025 Conference DiscountTHIRD PARTY RISK 

Join, learn, & save. Health-ISAC members enjoy $150 off
RSAC Conference 2025

The Health-ISAC Third Party Working Group has
updated the full Health-ISAC assessment, a
questionnaire designed to evaluate third-party vendors
in the health sector. This update builds on last year’s
improvements to the lite version, ensuring both
assessments remain valuable amidst evolving
technology risks. Members can download both versions
from the Member Portal Library under Resources.

2025 updates include:
Streamlined questions to reflect the increasing
cloud landscape (fewer companies own their own
server farms and buildings)
Aligned questions and answers to better
communicate the ask (removed double negatives) 
Eliminated redundant questions.
Added AI usage questions. 

Mar 20 Optimizing Healthcare Cybersecurity: 
Threat Trends, DDoS Defense, and API
Security A Navigator webinar by Akamai

SPRING AMERICAS SUMMIT

Register today with the Early Bird rate of US $200 until April 18

Keynote speaker Sunny Wescott is a Chief Meteorologist for the Federal Emergency
Response within the Department of Homeland Security’s Cybersecurity and
Infrastructure Security Agency (CISA). Her presentation will show the interlinked
interdependencies of critical infrastructure as extreme weather continues to cause
greater amounts of damage around the world.  

Full Version Third Part Questionnaire
2025 Health-ISAC  is now available!

Basel, Switzerland

Sponsor 

Hosted at Roche

Sponsor 
Workshop includes
a Tabletop Exercise

Hosted at STERIS 

©

Join us for RSAC 2025 in San Francisco from 
April 28 – May 1! Immerse yourself in critical cybersecurity
discussions, network with industry leaders, and uncover
innovative ideas. Experience hands-on learning and 
deep-dive sessions. Register by March 28 and save up to
$600. Plus, Health-ISAC Members save an additional $150
using a discount code. Email contact@h-isac.org.

Mar 11 Closing the Process Gap: Strategies for
Alert Triage Improvement in Healthcare
A Navigator webinar by Salem Cyber

Mentor, Ohio

The RSAC 2025 agenda is LIVE! Explore it here:
https://path.rsaconference.com/flow/rsac/us25/FullAgenda/page/catalog?
utm_source=assoc-healthisac&utm_medium=email&utm_campaign=US2025-
agenda-live

Watch her video on YouTube.
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