
In 2024, ransomware and other cyber incidents made news headlines around the globe
and across numerous sectors. These events affected millions of people and cost trillions
of dollars. Several large ransomware attacks hit organizations in Asia, EMEA, and the
Americas. We also witnessed several supply chain incidents, such as Crowdstrike and
Hurricane Helene, that illustrated the single points of failure that exist in daily operations.
The escalation of violence in the health workplace, as well as the targeting of CEOs, has
risen to record levels. Geopolitical tensions, global regulations, and pressure on CISOs
have kept the industry on its toes.

At Health-ISAC, we have risen to meet the challenges and have seen several
accomplishments over the past twelve months. Within minutes, members from countries
all over the world began collaborating, sharing, and helping each other as incidents
unfolded. The Threat Operations Center (TOC) sent out hundreds of targeted alerts,
threat intelligence bulletins, and tens of thousands of observables and published over a
dozen white papers, including the CTI in a Box Guidance series and our Annual Threat
Landscape Report. The TOC also hosted member visits. Health-ISAC conducted custom
exercises for members, carried out a regional Active Shooter exercise series, held the
annual Hobby exercises in the Americas and Europe, and participated in other 
large-scale exercises with global partners. We expanded our member monthly threat brief
to include a European edition and added European and Western Pacific Chapters to the
Medical Device Security Council (MDSC). We also hired a dedicated medical device
security analyst from our intern program.

On the education front, we held five summits, including the inaugural CISO Summit, with
over 1,300 attendees from almost 800 organizations worldwide. 2024 also saw the
addition of a physical track at the Fall Americas Summit and a workshop focused on
Physical threats. We conducted regional workshops, webinars, and groundbreaking
events such as the Breaking the Barriers in Information Sharing initiative to educate the
legal profession on the importance of sharing. We stood up several new working groups,
including the new CISO Council.

Health-ISAC had a record year for adding new members to our community and launched
a brand new website. These are just some of the activities we achieved over the year. Be
sure to look out for the Annual Report, which will cover more specifics.

Denise Anderson, Health-ISAC President and CEO

2024 Steve Katz 
Hero Award Winner 
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Top Health Related
Cyber and Physical
Events for January

Health-ISAC is pleased to publish
a monthly newsletter designed to
bring events and other important
ISAC news to your attention. If
there is something you would like
to see included, please email: 
contact@h-isac.org

Black Basta Ransomware 
Evolves with Email Bombing, QR
Codes, and Social Engineering 

Ransomware Attack Hits 
Leading Heart Surgery Device
Maker 

Anna Jaques Hospital
Ransomware Breach Exposed
Data of 300K Patients

Europol Dismantles Criminal
Messaging Service MATRIX in
Major Global Takedown

INTERPOL Arrests 5,500 in Global
Cybercrime Crackdown, Seizes
Over $400 Million

Ransomware’s Grip on Healthcare

India: Homeopathy Doctor
Assaulted By Four Assailants At
Mumbra Clinic

United States: Telemarketer
Sentenced For $67M Health Care
Fraud Scheme And Money
Laundering Scheme

New Zealand: ‘We’re Overworked,
We’re Tired”: Nurses Strike For
Better Pay, Safer Staffing 

United States: Doctor 
Orchestrated Fraud Through 
False Prescriptions And Illegal
Kickbacks 

2024 Year in Review 

Health-ISAC, along with Steve Katz’s wife and
grandson,  awarded the newly-renamed Steve
Katz Hero Award to Rachel James for her
unwavering commitment to cybersecurity. 

Congratulations Rachel James

mailto:contact@h-isac.org
mailto:contact@h-isac.org
https://thehackernews.com/2024/12/black-basta-ransomware-evolves-with.html
https://thehackernews.com/2024/12/black-basta-ransomware-evolves-with.html
https://thehackernews.com/2024/12/black-basta-ransomware-evolves-with.html
https://thehackernews.com/2024/12/black-basta-ransomware-evolves-with.html
https://thehackernews.com/2024/12/black-basta-ransomware-evolves-with.html
https://www.bleepingcomputer.com/news/security/ransomware-attack-hits-leading-heart-surgery-device-maker/
https://www.bleepingcomputer.com/news/security/ransomware-attack-hits-leading-heart-surgery-device-maker/
https://www.bleepingcomputer.com/news/security/ransomware-attack-hits-leading-heart-surgery-device-maker/
https://www.bleepingcomputer.com/news/security/ransomware-attack-hits-leading-heart-surgery-device-maker/
https://www.bleepingcomputer.com/news/security/ransomware-attack-hits-leading-heart-surgery-device-maker/
https://www.bleepingcomputer.com/news/security/anna-jaques-hospital-ransomware-breach-exposed-data-of-300k-patients/
https://www.bleepingcomputer.com/news/security/anna-jaques-hospital-ransomware-breach-exposed-data-of-300k-patients/
https://www.bleepingcomputer.com/news/security/anna-jaques-hospital-ransomware-breach-exposed-data-of-300k-patients/
https://thehackernews.com/2024/12/europol-dismantles-criminal-messaging.html
https://thehackernews.com/2024/12/europol-dismantles-criminal-messaging.html
https://thehackernews.com/2024/12/europol-dismantles-criminal-messaging.html
https://thehackernews.com/2024/12/interpol-arrests-5500-in-global.html
https://thehackernews.com/2024/12/interpol-arrests-5500-in-global.html
https://thehackernews.com/2024/12/interpol-arrests-5500-in-global.html
https://www.darkreading.com/cyberattacks-data-breaches/ransomware-grip-healthcare
https://medicaldialogues.in/news/health/doctors/homeopathy-doctor-assaulted-by-4-assailants-at-mumbra-clinic-139538
https://medicaldialogues.in/news/health/doctors/homeopathy-doctor-assaulted-by-4-assailants-at-mumbra-clinic-139538
https://medicaldialogues.in/news/health/doctors/homeopathy-doctor-assaulted-by-4-assailants-at-mumbra-clinic-139538
https://finchannel.com/telemarketer-sentenced-for-67m-health-care-fraud-and-money-laundering-scheme/123827/americas/2024/12/
https://finchannel.com/telemarketer-sentenced-for-67m-health-care-fraud-and-money-laundering-scheme/123827/americas/2024/12/
https://finchannel.com/telemarketer-sentenced-for-67m-health-care-fraud-and-money-laundering-scheme/123827/americas/2024/12/
https://finchannel.com/telemarketer-sentenced-for-67m-health-care-fraud-and-money-laundering-scheme/123827/americas/2024/12/
https://pmn.co.nz/read/health/we-re-overworked-we-re-tired-nurses-strike-for-safer-staffing-better-pay
https://pmn.co.nz/read/health/we-re-overworked-we-re-tired-nurses-strike-for-safer-staffing-better-pay
https://pmn.co.nz/read/health/we-re-overworked-we-re-tired-nurses-strike-for-safer-staffing-better-pay
https://pmn.co.nz/read/health/we-re-overworked-we-re-tired-nurses-strike-for-safer-staffing-better-pay
https://www.crossroadstoday.com/news/doctor-orchestrated-fraud-through-false-prescriptions-and-illegal-kickbacks/article_e34a5d20-ac2f-11ef-b479-fbac75a71860.html
https://www.crossroadstoday.com/news/doctor-orchestrated-fraud-through-false-prescriptions-and-illegal-kickbacks/article_e34a5d20-ac2f-11ef-b479-fbac75a71860.html
https://www.crossroadstoday.com/news/doctor-orchestrated-fraud-through-false-prescriptions-and-illegal-kickbacks/article_e34a5d20-ac2f-11ef-b479-fbac75a71860.html
https://www.crossroadstoday.com/news/doctor-orchestrated-fraud-through-false-prescriptions-and-illegal-kickbacks/article_e34a5d20-ac2f-11ef-b479-fbac75a71860.html
https://www.crossroadstoday.com/news/doctor-orchestrated-fraud-through-false-prescriptions-and-illegal-kickbacks/article_e34a5d20-ac2f-11ef-b479-fbac75a71860.html
https://www.crossroadstoday.com/news/doctor-orchestrated-fraud-through-false-prescriptions-and-illegal-kickbacks/article_e34a5d20-ac2f-11ef-b479-fbac75a71860.html
https://www.securityweek.com/pentagon-secrets-leaker-jack-teixeira-sentenced-to-15-years-in-prison-by-a-federal-judge/


Take advantage of the $99 exclusive
Member reg fee  through January 17.

UPCOMING HEALTH-ISAC EVENTS - Learn More and Register

Jan 28  Americas Monthly Threat BriefingJan 8 Optimizing a Hybrid SOC
Navigator webinar with Salem
Cybersecurity

Jan 9     Trailblazer Special Interest Group (T-SIG)
               for SMB Members 

Jan 29  European Monthly Threat Briefing

Jan 30  Engaging Topics and Conversations    

Cloud Detection and Response in Healthcare:
Safeguarding Data in the Cloud Era

with Community Services
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2025 APAC SUMMIT 

WORKSHOPS AND MEMBER DISCOUNTED EVENTS

Register here:  https://cvent.me/ld0vM1

Early Bird Discount + Membership Discount

Join us for RSAC 2025 in San Francisco from
April 28 – May 1! Immerse yourself in critical
cybersecurity discussions, network with
industry leaders, and uncover innovative
ideas. Experience hands-on learning and
deep-dive sessions. Register by January 10
and save up to $800. Plus, Health-ISAC
Members save an additional $150 using a
discount code. Email contact@h-isac.org.

Health-ISAC Members can enjoy a $950 discount - Time is running out!
Slovakia Workshop
Hosted at Siemens Healthineers

FALL AMERICAS SUMMIT RECAP

Sharing for the good of all was abundant last month in Phoenix,
where security leaders came together to address pressing security
challenges for health sector organizations. Attendees chose from
several diverse sessions and enjoyed a phenomenal private event
at the Heard Museum.  Pictured below are the CTI Training
participants, attendees, and the CISO panelists.

Registration is open!

Save the Date: Health-ISAC Member Meet up at RSA will be on April 29.Register for the workshop Here.

“I attended this summit, and it was absolutely
amazing, as always. My favorite conference.”

Attendee feedback:

“What an incredible week at Health-ISAC Fall
Summit where I had the opportunity to attend
Cyber Threat Intelligence training. Grateful to be
part of such a cool organization that is helping
health entities!” 

2025 SPRING AMERICAS SUMMIT 
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