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Top 10 Health Related 
Cyber Events for             

April: 

 
Pushing for Better Cyber Threat 
Info Sharing in Healthcare 
 

Amazon Web Services Outage 
Reveals Critical Lack Of           
Redundancy Across The Internet 

Previously Unseen' Malware    
Behind Cyberattack Against UK's 
Biggest Hospital Group 

Medical Devices Are the Next  
Security Nightmare 

Vendor Error Exposes Data of 
More Than 14,000 Health Plan 
Participants 

Study: 68 Percent of Healthcare 
Organizations Have Compromised 
Email Credentials 

Millions of Records Leaked from 
Huge US Corporate Database 

UNC Health: Medical Info For 
1,300 Prenatal Patients May Have 
Been Leaked 

Lawsuit Against Flowers Hospital 
Over Theft of Personal Information 
Attains Class Action Status 

St. Charles Privacy Incident Leads 
to DA Criminal Investigation   

NH-ISAC is pleased to publish a 
monthly member newsletter.  It is  
designed to bring events and other 
important ISAC information to your 
attention.  If there is something you 
would like to see included please 
email:   contact@nhisac.org 

 

NH-ISAC’s Spring Summit Logistics! 
 

 

Early Bird registration has ended!  Hotel reservations must be made before April 14, 
2017 to be eligible for the special group rate.   
 

To register  — click here!   
To book your hotel — click here! 

 

Special Events that need your attention! 
 

 Summit Grand Finale: Indiana Jones Epic Stunt Theater—Cairo Dinner Show at           
Hollywood Studios.  This will take place at 7 pm on Wednesday night—May, 10th.  If you 
have already registered and did not sign up for this event, please email                         
contact@nhisac.org if you will be attending. 

 Spouse/Partner Event—Keys to the Kingdom tour.  This will take place on Tuesday,    
May 9th.  This tour is only available to spouses/partners guests of NH-ISAC 2017 Spring 
attendees and has three different start times: 8:30am, 9:00am, and 9:30am. Be sure to 
wear comfortable shoes during this 5 hour expedition that begins at the Town Square. 
Learn the in-and-outs of Disney’s great park while seeing several backstage areas        
regular tourists are not able to see.  If you have already registered and did not sign up   
for this event, please email contact@nhisac.org if you will be attending. 

 Join us for our inaugural  New Member/First time Member Attendee Luncheon on        
Monday, May 8th from noon to 1PM.  Come meet members of the board, NH-ISAC Staff 
and each other in a small setting before the big conference kick off.  Please email         
contact@nhisac.org to RSVP. 

 Also on Monday, plan on attending our Committee meetings from 1pm to 2pm; our     
member meeting from 2pm to 3:45pm and the first set of Grand Rounds starting at 4pm. 

 Tuesday Evening Beach Event starts at 6pm.  Join us for a networking event full of     
challenge and adventure.  Who will win, the Blue team or the Red team? 

 
 
 

Cybersecurity in the Health Care Sector: Strengthening 
Public-Private Partnerships  

 

The Subcommittee on Oversight and Investigations will hold a hearing on Tuesday,       
April 4, 2017, at 10:15 a.m. in 2322 Rayburn House Office Building. The hearing is        
entitled “Cybersecurity in the Heath Care Sector: Strengthening Public-Private              
Partnerships.” Witnesses will be announced and are by invitation only. The hearing 
webcast will be available at http://energycommerce.house.gov/.                                                 
                By Order of Chairman Murphy  

 

(Witness testimony by Denise Anderson, NH -ISAC President; Michael McNeil 
Global Product Security & Services Officer, Royal Philips and NH -ISAC Board Member; 

and Terry Rice Vice President, IT Risk Management & Chief Information Security Officer, 
Merck & Company, Inc. and NH-ISAC Board Member)  

NH-ISAC Spring Summit                May 8 -10, 2017 
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NH-ISAC/MDISS Medical Device Security         

Workshop hosted by Intermountain Healthcare 

The NH-ISAC and MDISS held a Medical Device Security Workshop 

hosted by Intermountain Healthcare in Midvale, Utah on March 20 and 
21, 2017.  We had a very successful workshop with over 75  individuals 
participating.  Mr. Karl West, CISO and Assistant Vice President,         

Intermountain Healthcare and NH-ISAC Board Member, provided the 
keynote where he addressed the various models of  medical devices    
and the importance of working with medical device manufacturers.  He 

also addressed how important it is for healthcare organizations to share     
information. Those who attended the networking dinner enjoyed the   
opportunity to meet others and share with their peers.  

 

 

 

 

 

NH-ISAC Member in the news! 

The clinical engineering team at Intermountain Healthcare has a success 
story to share about its initiative to safeguard its medical equipment from 
viruses and cyberattacks. Two members of the team, Mike Busdicker and 

Priyanka Upendra, describe how they conducted a systemic review of all 
network-connected devices and, working with other departments, came 
up with a plan to address potential vulnerabilities.  They share their tips 

and lessons learned, and advise all healthcare facilities to embrace    
cybersecurity management as an ongoing priority.  (Episode 20) 

https://www.aami.org/newsviews/Podcasts.aspx?
navItemNumber=791 

Medical Device Workshop at Smiths Medical 
 Wednesday, June 7, 2017 

 Workshop: 8:00am – 4:30pm CT 
 

Thursday, June 8, 2017 

Workshop: 8:00am – 4:30pm CT 
 

Breakfast and Lunch Included both days 

Details to be sent upon registration 
 

Smiths Medical 

 6000 Nathan Lane North 

 Plymouth, MN 55442 
 

 Click Here to Register 
 

 

 

Governance, Technology Audit, Control, Security 

(GTACS) Conference Singapore 
 

Monday, April 24 – Tuesday, April 25, 2017 

 Conference – Features an NH-ISAC Healthcare Track  
 

 30 Complimentary seats for the Healthcare track only – Day 2 
Available first come first serve   

Sands Expo and Convention Center 

1 Bayfront Avenue 

Singapore 018971 
 

Email contact@nhisac for special registration code 

 

Click Here to Register 
 

April: 
 

Healthcare IT San Jose, CA April 13-14 
GTACS 2017 Singapore, April 24-26 
 
May: 
 

NH-ISAC Spring Summit May 8 – 10 
 

Healthcare IT, Chicago May 11-12 
 

MedSec, San Jose, CA May 23-24 
 
June:  
 

Medical Device at Smiths Medical, Plymouth, MN June 7-8 
 

AHIP Conference Austin, TX June 7-9 
 

AAMI Conference Austin, TX June 9-12 
 

Healthcare IT, Boston, MA June 15-16 
 

BIO International Convention, San Diego, CA June 19-22 
 

Healthcare IT, Nashville, TN June 27-28 
 
July: 
 

BioPharma Workshop at Gilead Sciences, Foster City, CA  July 11 
Medical Device Workshop at UC San Diego, San Diego, CA  July 13 
2nd Annual Medical Device Cybersecurity Risk Mitigation , July 17 
Health IT Summit - Denver, CO July 18 

 
Keep up to date on our latest events at https://nhisac.org/events 

 

 

 

 

an NH-ISAC Navigator is hosting a webinar                                 

April 18th 10am PT/1pm ET :  

CASB Redefined: The Emergence of Cloud Security           
Platforms 
 
The development of the cloud access security broker (CASB)   
category has mirrored the adoption of cloud services - rapid.      
But this accelerated market development has also led to           
misconceptions about both what a CASB is and what a CASB 
should be moving forward. As CASBs evolve and expand their 
scope to cover more dimensions of cloud security, the notion       
of a 'cloud security platform' has emerged. Join Doug Cahill,      
Senior Analyst, ESG and Bob Gilbert, Chief Evangelist,       
Netskope, for this webinar where attendees will learn the          
following:  
 

 How CASBs enable enterprises to fully harness cloud       
services safely and efficiently; 

 The visibility and control requirements of cloud security      
platforms 

 Desired outcomes of what a CASB should accomplish and 
use cases that support those outcomes 

 The latest trends around the shift to cloud security platforms 
 

Register here: http://go.netskope.com/lp-webinar-casb-
redefined-the-emergence-of-cloud-security-platforms?
utm_source=NHISAC-newsletter 

 
Did you know that NH-ISAC now has a Cloud Security Working 
Group?  Interested in joining….please email contact@nhisac.org. 
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