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GET READY FOR THE NEXT SUMMITI
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HEALTH-ISAC Hybrid Sprmg Summit

Secured in Paradise May 18-20, 2021

Following the overwhelmingly positive feedback from the attendees at our inaugural
Hybrid 2020 Fall Summit, the Spring Summit will also be a combination of attendees,
presenters, and sponsors both on-site in Naples, Florida and via our successful virtual
platform. One attendee summed up the virtual experience,

“It has been a welcome, fun outlet during what has otherwise been a

difficult nine months filled with long workdays at home and an absence of the
interpersonal opportunities | value so much in the physical workplace. But the
real “prizes” that this Summit offers are the extremely valuable sessions
presented by very accomplished and knowledgeable peers, and the networking
opportunities with vendors and information security professionals.”

Call for Papers is Open!

YOUR CHANCE TO SHINE! Get a conversation started by sharing your challenges and

successes. We are seeking dynamic speakers eager to collaborate with peers around topics
such as Incident Response Playbooks, Email Retention Policies, Training & Awareness, Cloud

Security, and other relevant topics.

Submit your abstract here:
https://www.cvent.com/c/abstracts/c1ccf691-8567-4c51-a55b-144aa1b19d43

Registration is Open!

https://h-isac.org/summits/secured-in-paradise-spring-2021-summit/

More Summit Member Opportunities:

e Help shape the agenda by joining the Spring Summit
Content Committee.

o Purchase Fall Summit Recorded sessions.

e Reach out to Membership for more information.

Top 10 Health Related
February Cyber Events:

Dutch COVID-19 Patient Data Sold

on the Criminal Underground

Report: Rise in COVID-19 Vaccine

Social Engineering, BEC, Phishing

Google Searches Expose Stolen

Corporate Credentials

Fourth Malware Strain Discovered

in SolarWinds Supply-Chain Attack

Malwarebytes Hacked by Group

Behind SolarWinds Breach

Joker’s Stash Carding Market Shuts
Down Operations

CISA: Hackers Bypassed MFA to
Access Cloud Service Accounts

Iranian Cyberspies Behind
Major Christmas SMS
Spear-Phishing Campaign

SolarLeaks Site Claims to Sell Data
Stolen in SolarWinds Attacks

Emotet Botnet Disrupted by
International Police Operation

H-ISAC is pleased to publish a monthly
member newsletter. It is designed to
bring events and other important ISAC
information to your attention. If there is
something you would like to see included
please email: contact@h-isac.org
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https://www.zdnet.com/article/dutch-covid-19-patient-data-sold-on-the-criminal-underground/
https://www.zdnet.com/article/dutch-covid-19-patient-data-sold-on-the-criminal-underground/
https://healthitsecurity.com/news/report-rise-in-covid-19-vaccine-social-engineering-bec-phishing
https://healthitsecurity.com/news/report-rise-in-covid-19-vaccine-social-engineering-bec-phishing
https://threatpost.com/attackers-leave-stolen-credentials-google-searches/163220/
https://threatpost.com/attackers-leave-stolen-credentials-google-searches/163220/
https://thehackernews.com/2021/01/researchers-discover-raindrop-4th.html
https://thehackernews.com/2021/01/researchers-discover-raindrop-4th.html
https://www.zdnet.com/article/malwarebytes-said-it-was-hacked-by-the-same-group-who-breached-solarwinds/
https://www.zdnet.com/article/malwarebytes-said-it-was-hacked-by-the-same-group-who-breached-solarwinds/
https://krebsonsecurity.com/2021/01/jokers-stash-carding-market-to-call-it-quits/
https://krebsonsecurity.com/2021/01/jokers-stash-carding-market-to-call-it-quits/
https://www.bleepingcomputer.com/news/security/cisa-hackers-bypassed-mfa-to-access-cloud-service-accounts/
https://www.bleepingcomputer.com/news/security/cisa-hackers-bypassed-mfa-to-access-cloud-service-accounts/
https://www.zdnet.com/article/iranian-cyberspies-behind-major-christmas-sms-spear-phishing-campaign/
https://www.zdnet.com/article/iranian-cyberspies-behind-major-christmas-sms-spear-phishing-campaign/
https://www.zdnet.com/article/iranian-cyberspies-behind-major-christmas-sms-spear-phishing-campaign/
https://www-bleepingcomputer-com.cdn.ampproject.org/c/s/www.bleepingcomputer.com/news/security/solarleaks-site-claims-to-sell-data-stolen-in-solarwinds-attacks/amp/
https://www-bleepingcomputer-com.cdn.ampproject.org/c/s/www.bleepingcomputer.com/news/security/solarleaks-site-claims-to-sell-data-stolen-in-solarwinds-attacks/amp/
https://www.zdnet.com/article/emotet-worlds-most-dangerous-malware-botnet-disrupted-by-international-police-operation/
https://www.zdnet.com/article/emotet-worlds-most-dangerous-malware-botnet-disrupted-by-international-police-operation/
https://www.linkedin.com/company/national-health-isac-nh-isac-/
https://twitter.com/HealthISAC
https://www.instagram.com/healthisac/
mailto:contact@nhisac.org
https://www.cvent.com/c/abstracts/c1ccf691-8567-4c51-a55b-144aa1b19d43
https://h-isac.org/summits/secured-in-paradise-spring-2021-summit/

H-ISAC THREAT OPERATIONS CENTER

CYWARE UPDATE

Health-ISAC continues to provision more members on the Cyware Intelligence portal and information sharing
platform. We have over 700 people on Cyware today. By the time you read this, we'll be finished with some
mailing list updates to help eliminate members who are getting duplicate intelligence emails from the Threat
Operations Center.

Members who have not taken advantage of the Cyware Intelligence portal -- you're missing out on
enhanced sector resilience and improved collaboration. In this platform, H-ISAC members are sharing and
consuming actionable cyber threat intelligence. Cyware allows the user to easily customize exactly what
Health-ISAC information he/she chooses to receive or not receive and how it's delivered (Email, mobile app,
Tablet or Secure Web portal). Contact Membership to get started.

».  COMING SOON — Health-ISAC is very excited to announce the upcoming rollout of a new

.\ member portal and automated features to streamline sharing within our community, deemed

i" Operation HEALTH: Heightened security and Expanded Automation by Leveraging new tools
and Technology enhancements creates a Healthier, happier trusted sharing community.

H-ISAC PRODUCTS & SERVICES

In response to the SolarWinds SUNBURST/SUPERNOVA malware incident, Prevalent offered the Healthcare Vendor Network
(HVN) customers insight into third party vendors impacted by the event, including if they had remediated the vulnerability from

their environments. Prevalent distributed a questionnaire to the HVN vendors to help third party partners share information to all
Prevalent Healthcare Customers quickly. The outputs will help H-ISAC Members that are Prevalent Customers quickly gather
status on vendor exposure related to the SolarWinds event for risk realization, impact and overall HVN ecosystem security health.

As of January 25, 2021, Prevalent collected 263 responses from vendors in their network, with 155 (59%) indicating they completed
remediation, 11 (4%) were in progress, 82 (31%) had not started remediation and 15 (6%) said they had been impacted by the
incident. H-ISAC will continue to share these results as we get updates from Prevalent.

Here is the survey link you can share with your vendors if you are a Prevalent customer:
https://hvn.prevalent.net/link/submit.

UPCOMING HEALTH-ISAC WEBINARS Find registration links here https://h-isac.org/events/
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An H-ISAC webinar
Webinar by
Gain best practices from the proofpoint.
Hospital Robocall
H-IsAc fLﬁMBEﬁ P Healthcare Threat
Protection Group (HRPG) Intelligence Briefing
H-ISAC Monthly Tuesday, February 9
Member Threat Briefing Wednesday, February 10 12:00 PM EST
at 3:00 PM EST
Tuesday, February 23
at 12:00 PM EST
https://h-isac.org/hisacevents/h-isac-monthly-  htips://h-isac.org/hisacevents/hospital-robocall-protection https://h-isac.org/hisacevents/
member-threat-briefing-february-23-2021/ -group-best-practices-webinar/ healthcare-threat-intelligence-briefing-

by-proofpoint/


https://h-isac.org/events/
https://h-isac.org/hisacevents/hospital-robocall-protection-group-best-practices-webinar/
https://h-isac.org/hisacevents/hospital-robocall-protection-group-best-practices-webinar/
https://h-isac.org/hisacevents/healthcare-threat-intelligence-briefing-by-proofpoint/
https://h-isac.org/hisacevents/healthcare-threat-intelligence-briefing-by-proofpoint/
https://h-isac.org/hisacevents/healthcare-threat-intelligence-briefing-by-proofpoint/
mailto:membership@h-isac.org
https://hvn.prevalent.net/link/submit

