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Quarterly Threat Insights Overview

Introduction and Welcome Opening Remarks Errol Weiss Health-ISAC CSO

Health Sector Overview Monthly Cyber Threat Level Tyler Curry Health-ISAC Threat Analyst

Recent Publications Health Sector Heartbeat Joshua Justice Health-ISAC CTI Manager
Medical Device Threats FDA Premarket Guidance Update Taylor Porter Health-ISAC Threat Analyst
Geopolitical Outlook Geopolitical Risk Outlook Ethan Muntz Health-ISAC Strategic Threat Analyst

Physical Security Viral Outbreaks: Spread of West Nile, Dengue, and Gabriela Barbosa Health-ISAC Threat Analyst
Chikungunya

Legal & Regulatory US Presidential Administration Updates Caitlin Clarke Venable Senior Director

Global Insights Global Cyber Watch Toni Ramljak Health-ISAC Threat Analyst

Significant Global Dates Monthly Awareness Trey Darrisaw Health-ISAC

. Speaker: Errol Weiss 7 _
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Current Trends Impacting the Health Sector

NPM Worm Impact
° Shai-Hulud Worm being distributed through malicious NPM packages
° Worm embeds itself in other packages owned by the target and exfiltrates to public GitHub repositories

QR Code Phishing
. Increase in phishing campaigns using QR codes that link to malicious sites
o The approach bypasses some security appliances because it shows up as an image rather than a
suspicious link .

Typosquatting Campaigns
o Threat actors launching typosquatting campaigns using .med TLD
° Consider proactive domain monitoring to get alerted when threat actors register typosquatting .med
domains that mimic legitimate infrastructure.

Remote IT Worker Fraud
o Continued reports of fraudulent remote IT workers from North Korea attempting to apply for positions
° Likely ongoing revenue-generation campaign

Job Posting Scams
o Ongoing activity in threat actors impersonating organizations with fake job postings.
. Scams trick applicants into sending money for equipment or extracting PII.

o Poses significant risks to individuals and organizational reputation.
s —————————

A threat of increased cyber
activity exists stemming from
general events or threats.
Additional defensive actions may
be assumed against the general
threat or event.

For more information about the Health-ISAC Cyber
Threat Level, including definitions and response
guidelines for each of the alert levels, please review

the Threat Advisory System.

Speaker: Tyler Curry
Health-ISAC
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https://health-isac.cyware.com/webapp/user/doc-library/0bf6a9cd-62af-4b6a-ab7a-d5a61d9ad3fa
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Trends in Cybersecurity
Citrix Netscaler and Cisco ASA Bugs
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Citrix Netscaler ADC and NetScaler Gateway

@ Citrix Netscaler vulnerable. Over 100 Targeted Alerts sent
to member organizations.

® Cisco Adaptive Security Appliances
Cisco ASAs vulnerable, then exploited by threat actors.
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FDA Cybersecurity in Medical Devices: Quality System
Considerations and Content of Premarket Submissions

« Released final guidance document with changes in June
2025

o Replaces previous document released 2023
« Adds section VIl to the document
o Aligns FDA Guidance with the law

Health-ISAC



Section VII

« Incorporated section 524B of the FD&C Act

o Defines
o Who is required to comply
o What devices are applicable
o Requirements
o Plans & procedures
o Design, Develop, and Maintain Processes and Procedures to
Provide a Reasonable Assurance of Cybersecurity
o SBOM

o Modifications

Health-ISAC



Other notable medical device regulations

« FDA Quality Management System Regulation
« EU Cyber Resilience Act
« Regulations surrounding Al-enabled devices

A
Health-ISAC ?
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Geopolitical Outlook: Asia Pacific

« Tensions Strain Between China
and Philippines

o China Declares Scarborough
Shoal Maritime Wildlife Refuge

o Australia Makes Major
Asymmetric Warfare Investment

Health-ISAC
e



Geopolitical Outlook: EU

o Russian Drone Incursions Into Poland
o Subsea Cable Resilience Risk

Health-ISAC




Strategic Threat Intelligence

« Sharp Increase in Organized African
Cybercrime

« DPRK Remote IT Fraud Campaign
Globalizing

o Oracle E-Business Suite Breach Data
Executive Extortion

INTERPOL

Health-ISAC
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Global Chikungunya Outbreaks

Chikungunya — 2025

e U.S.-88Cases
e France — 637 Cases
o Italy — 323 Cases

: Speaker: Gabriela Barbosa
17 TLP:AMBER i
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Global Dengue Fever Outbreaks

Dengue Fever — 2025

. US.-3216Cases & i o
o France — 26 Cases *
ltaly — 4 Cases

o Portugal — 2 Cases

: Speaker: Gabriela Barbosa
18 TLP:AMBER i
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Global West Nile Virus Outbreaks

West Nile Virus — 2025

U.S. - 1,324 Cases
ltaly — 714 Cases
Greece — 69 Cases
Serbia — 56 Cases
France — 24 Cases
Romania — 34 Cases

Hungary — 10 Cases é;\ .
Spain — 23 Cases —— X

@ 105 @608 @9t025 @ >25 %
Albania — 2 Cases
Bulgaria — 1 Case
19 TLP-AMBER Speaker: Gabriela Barbosa Health-ISAC
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Impacts to Health Sector and

Chikungunya e Increased Patients

e HighTreatment Costs e Specific Treatment Knowledge

e High Pain Levels e Supply Requirements

e  Diminished Physical Function e Monitor Outbreaks
Dengue Fever

e  Often Misdiagnosed

e  Non-Specific Symptoms
West Nile Virus

e  Difficult To Plan For

e  80% Asymptomatic

' Speaker: Gabriela Barbosa _ R
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CISA 2015

e Summary
o Signed into law at the end of 2015

within and between the private and public sectors

o Defined terms like cyber threat indicator and defensive measure

o Provided protections that shield entities from potential
legal hazards like antitrust enforcement, Freedom of Information
Act (“FOIA”) requests, regulatory enforcement actions, and others

o Expired on 9/30

7 Speaker: Caitlin Clarke
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CISA 2015

e Challenges with reauthorization?
o Clean reauthorization vs revisions
o Length of reauthorization
o Sen. Rand Paul

e Impact of CISA 2015 lapse
o Short-term
o Long-term

e Pathways to temporary or long-term reauthorization
o Standalone bill
o Continuing Resolution

23 TLP:WHITE Speaker: Caitlin Clarke Health-ISAC
Venable LLP




CISA 2015

e Mitigations & Considerations
o Consider reviewing internal cyber information sharing

policies and processes with legal counsel to assess risk

o Consider discussing with critical partners and suppliers how
a lack of CISA 2015 protections will affect your cyber
information sharing relationship or what new mechanisms may be
needed to continue sharing

o Consider outreach to congressional representatives urging
that CISA 2015 be reauthorized

24 TLP:WHITE Speaker: Caitlin Clarke Health-ISAC
Venable LLP
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Incidents

Chinese State-Sponsored Threat Actor APT30 Targeted
Telecommunications And Manufacturing Sectors In Central And South
Asia Since 2022

Unknown Threat Actors Compromised Municipality Of Forli In Italy

Unknown Threat Actors launched a Ransomware Attack to Disrupt
Collins Aerospace's Muse Software, Impacting Operations at European

Airports

Unknown Hackers Compromised Spanish Gas Distributor Madrileia
Red de Gas

KillSec Ransomware Group Compromised Several Healthcare
Institutions in the Americas

Unknown Threat Actors Using "EvilAl" Malware to Target Multiple
Sectors In US, India, the EU, the UK, And Other Countries in Ongoing
Campaign

Chinese State-Sponsored Hacking Group Salt Typhoon Compromised
Critical Infrastructure in the Netherlands

Geopolitical Developments

Russian Drones In Polish Airspace

New US Tariff Cuts on Metals and Medicines for Countries
with Trade Deals

Several Countries Recognize Palestinian State

Data Breaches & Leaks

Speaker: Toni Ramljak

Health-ISAC

Unknown Threat Actors Breached Ministry Of Health
In Panama

Unknown Threat Actors Breached The Medical
Biology Group Inovie Labosud And Potentially Stole
Sensitive Data Of Over 3 Million Patients In France
Iranian State-Sponsored Hacking Group Nimbus
Manticore Breached Defence, Telecommunications.
and Aerospace Companies in Europe

Ransomware Group World Leaks Breached Survival
Flight and Stole Sensitive Information in the United
States

Unknown Threat Actors Accessed Customer
Information Of London North Eastern Railway In
United Kingdom

Unattributed Perpetrators Exploited Software Flaw
to Breach Contact Data of Canadian Government
Agencies

Unknown Threat Actors Breached the Regional

Healthcare Agency ARS Hauts-de-France

Health-ISAC


https://www.newsweek.com/russia-ukraine-poland-drones-nato-2127422
https://www.outlookindia.com/international/trump-slashes-tariffs-on-metals-medicines-and-more-to-countries-with-us-trade-deals
https://www.outlookindia.com/international/trump-slashes-tariffs-on-metals-medicines-and-more-to-countries-with-us-trade-deals
https://www.nbcnews.com/world/middle-east/uk-canada-australia-formally-recognize-palestine-state-rcna232588
https://thehackernews.com/2025/09/china-linked-plugx-and-bookworm-malware.html
https://thehackernews.com/2025/09/china-linked-plugx-and-bookworm-malware.html
https://thehackernews.com/2025/09/china-linked-plugx-and-bookworm-malware.html
https://www.computerweekly.com/de/news/366632021/Die-Cyberangriffe-der-KW39-2025-im-Ueberblick
https://securityaffairs.com/182363/hacking/a-cyberattack-on-collins-aerospace-disrupted-operations-at-major-european-airports.html
https://securityaffairs.com/182363/hacking/a-cyberattack-on-collins-aerospace-disrupted-operations-at-major-european-airports.html
https://securityaffairs.com/182363/hacking/a-cyberattack-on-collins-aerospace-disrupted-operations-at-major-european-airports.html
https://www.3djuegos.com/3djuegos-trivia/noticias/madrid-ha-descubierto-que-ciberataques-roban-que-bancos-contrasenas-ahora-van-a-contadores-gas
https://www.3djuegos.com/3djuegos-trivia/noticias/madrid-ha-descubierto-que-ciberataques-roban-que-bancos-contrasenas-ahora-van-a-contadores-gas
https://securityaffairs.com/182063/cyber-crime/killsec-ransomware-is-attacking-healthcare-institutions-in-brazil.html
https://securityaffairs.com/182063/cyber-crime/killsec-ransomware-is-attacking-healthcare-institutions-in-brazil.html
https://www.darkreading.com/cyberattacks-data-breaches/ai-backed-malware-hits-companies-worldwide
https://www.darkreading.com/cyberattacks-data-breaches/ai-backed-malware-hits-companies-worldwide
https://www.darkreading.com/cyberattacks-data-breaches/ai-backed-malware-hits-companies-worldwide
https://therecord.media/dutch-intelligence-cyber-spies-salt
https://therecord.media/dutch-intelligence-cyber-spies-salt
https://www.critica.com.pa/nacional/minsa-confirma-ciberataque-e-interpondra-denuncia-ante-mp-497964
https://www.critica.com.pa/nacional/minsa-confirma-ciberataque-e-interpondra-denuncia-ante-mp-497964
https://www.midilibre.fr/2025/09/26/donnees-medicales-piratees-chez-inovie-labosud-a-ce-stade-il-ny-a-pas-delements-sur-lusage-qui-pourrait-etre-fait-de-ces-donnees-12955644.php
https://www.midilibre.fr/2025/09/26/donnees-medicales-piratees-chez-inovie-labosud-a-ce-stade-il-ny-a-pas-delements-sur-lusage-qui-pourrait-etre-fait-de-ces-donnees-12955644.php
https://www.midilibre.fr/2025/09/26/donnees-medicales-piratees-chez-inovie-labosud-a-ce-stade-il-ny-a-pas-delements-sur-lusage-qui-pourrait-etre-fait-de-ces-donnees-12955644.php
https://hackread.com/iranian-hackers-fake-job-breach-europe-industries/
https://hackread.com/iranian-hackers-fake-job-breach-europe-industries/
https://hackread.com/iranian-hackers-fake-job-breach-europe-industries/
https://databreaches.net/2025/09/18/survival-flight-reports-second-cybersecurity-incident-in-less-than-a-year/?pk_campaign=feed&pk_kwd=survival-flight-reports-second-cybersecurity-incident-in-less-than-a-year
https://databreaches.net/2025/09/18/survival-flight-reports-second-cybersecurity-incident-in-less-than-a-year/?pk_campaign=feed&pk_kwd=survival-flight-reports-second-cybersecurity-incident-in-less-than-a-year
https://databreaches.net/2025/09/18/survival-flight-reports-second-cybersecurity-incident-in-less-than-a-year/?pk_campaign=feed&pk_kwd=survival-flight-reports-second-cybersecurity-incident-in-less-than-a-year
https://hackread.com/uk-rail-operator-lner-cyber-attack-passenger-data/
https://hackread.com/uk-rail-operator-lner-cyber-attack-passenger-data/
https://hackread.com/uk-rail-operator-lner-cyber-attack-passenger-data/
https://lactualite.com/actualites/fuite-de-donnees-personnelles-lors-dune-cyberattaque-sur-des-sites-gouvernementaux/
https://lactualite.com/actualites/fuite-de-donnees-personnelles-lors-dune-cyberattaque-sur-des-sites-gouvernementaux/
https://lactualite.com/actualites/fuite-de-donnees-personnelles-lors-dune-cyberattaque-sur-des-sites-gouvernementaux/
https://www.courrier-picard.fr/id657271/article/2025-09-08/cyberattaque-des-donnees-de-patients-des-hauts-de-france-piratees
https://www.courrier-picard.fr/id657271/article/2025-09-08/cyberattaque-des-donnees-de-patients-des-hauts-de-france-piratees
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Significant Global Dates

Worldwide: Cybersecurity Awareness Month
Worldwide: Breast Cancer Awareness Month
Worldwide: World Mental Health Day - October 10

United States: Columbus Day and Indigenous Peoples’ Day
- October 13

Worldwide: United Nations Day - October 24

Worldwide: Halloween - October 31

. Speaker: Trey Darrisaw _
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Upcoming Health-ISAC Events

Mlssmn Driven

2025 Health-ISAC Fall Americas Summi
December 1-5, 2025 | Carlsbad CA

e Health- isac. !
- Al

2025 European Summit 2025 Fall Americas Summit

Rome, Italy (October 14-16, 2025) Carlsbad, CA (December 1-5, 2025)

Registration is Open here. Submit Call for Papers here.

Visit the Health-ISAC Events Page for registration

Upcoming Health-ISAC Events and Workshops

i

Speaker: Errol Weiss Vi
29 TLPAWHITE Health-ISAC Health-ISAC



https://health-isac.org/summit-meeting/2025-fall-americas/
https://health-isac.org/summit-meeting/2025-european/
https://portal.h-isac.org/s/events

Health-ISAC Regional Workshops

Health-ISAC;
z . Join Us for a 2025 Health-ISAC Security Workshop
e Explore current threats and industry challenges
Health SeCtor e Exchange best practices, lessons learned, and innovative
A solutions
Secu rlty WOI'kShOP e Participate in a dynamic tabletop exercise simulating a targeted
& Tabletop cyber incident
Exercise Series Health-ISAC workshops are offered free of charge throughout the year

for Member & Member eligible organizations.

T TN TN

Don't miss this unique opportunity to connect, collaborate, and

Building Resilience in strengthen your organization’s resilience.

Health Sector Organizations

Visit the Health-ISAC Events Page for more information and registration links https://health-isac.org/events/

- Speaker: Errol Weiss
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https://health-isac.org/events/
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Thank You for Attending

Save-the-Date for the next Health-ISAC Quarterly Threat Briefing
Wednesday - January 21,2025 -12:00 PM - 1:00 PM ET

Thank you to our presenters today!

Joshua Justice - Health-ISAC
Tyler Curry - Health-ISAC
Ethan Muntz - Health-ISAC
Gabriela Barbosa - Health-ISAC
Toni Ramljak - Health-ISAC
Taylor Porter - Health-ISAC
Trey Darrisaw - Health-ISAC
Caitlin Clarke - Venable

Please send any questions, comments, or feedback about today's Quarterly Threat Briefing to contact@h-isac.org

To learn more about the benefits of Health-ISAC Membership visit our website: www.health-isac.org/join-h-isac/
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Speaker: Errol Weiss
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