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Top 10 Health Related 
Cyber Events Summary 

 

Healthcare Suffers Estimated $6.2 
Billion in Data Breaches 

 

SOURCE Boston: Medical Devices 
Still Vulnerable, But Things May Be 
Changing 

 

FDA: Hackers Want Pharma Data for 
Competitive Advantage 

PA Court Rejects Healthcare Data 
Breach Class Action Lawsuit 

More than 2,000 veterans had their 
PHI breached in April 

Stolen billing vendor’s laptop held 
patient info from 8 medical facilities 

Hackers Access EHR Data in Poten-
tial Healthcare Data Breach 

Employees at Saint Agnes Medical 
Center Dealing with Possibility of 
Identity Theft 

Comanche County Memorial Hospital 
Notifies 2,199 Patients After Contrac-
tor’s Email Gaffe 

Ransomware Attackers Double-Bill 
Hospital 

 

NH-ISAC is pleased to publish this 
monthly member newsletter.  The 

newsletter is designed to bring 
events and other important ISAC 
information to your attention. If 

there is something you would like 
to see included email:                 

contact@nhisac.org 

Inaugural Winner of NH-ISAC “HERO” AWARD  

  

  

  

  

                          

  

  

  

  

  

  

    

 

 

 

May 11, Orlando FL- At the 2016 Spring Summit Jim Routh, Chairman of the Board, 

awarded Mike Slavick (pictured on right holding award) the first ever “NH-ISAC HERO 

AWARD” for information sharing.  

 

Slavick, is the Team Lead, Cyber Threat Intel at Kaiser Permanente. Mike is every bit 

the leader as his title suggests. He is a prolific sharer of threat intel within NH-ISAC and 

his posts, dominate the sharing portal network.  When asked for his comments Mike 

was very matter of fact. 
 

“Cyber threat information sharing benefits everyone in the community.  I am a firm   

believer in “if you see something, say something,” even if you think it may not be that 

significant, it has the opportunity to help out your fellow practitioners that may not have 

the same level of defense in depth as you do. 
 

By sharing this threat data, we are essentially using the expertise of the broader sector 

to further our internal missions of protecting our patients’ and data from outside 

threats.” 
 

With more than 1,000 security analysts now feeding into the NH-ISAC network we 

would do well to take Mike’s example.  By sharing we all get stronger as Mike  

suggests.   

                                                         Dare to share!  

 

National Health Information 

Sharing and Analysis Center 

 

Thank you for participating in our Spring Summit.   

We hope you were able to network, share and learn.  Please don’t forget 

to complete the  surveys which were emailed to you along with your    

certificate and the link to the PowerPoint presentations. 

 

If you need the link to the survey please email: contact@nhisac.org 
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Cold Fusion Discovered at Summit  

OK.  I wouldn’t call it cold at the NH-ISAC Summit held in May at Disney World       

Florida.  The weather was perfect. More so, the atmosphere was electric.  That would 

best describe the energetic sharing of information and knowledge.  Two distinct tracks; 

Healthcare and Medical Devices, allowed those with similar interests to engage and 

share.  The common sessions and activities allowed the group to highlight what might 

“keep them up at night” in the cybersecurity world.   

In making the rounds of rooms and corridors, one chord was struck. CISOs, Analysts, 

and other cyber-professionals were asking questions and getting answers. In gathering 

these professionals in the same rooms, a little cyber fusion, so to speak, was created. 

If nothing else, networking to fend off future threats was critical. 

It cannot be called all work, no play. After all, how often do you sit poolside and watch 

the illustrious Chairman of NH-ISAC dance on stage with Mickey Mouse to get things 

rolling! … and yes, I have video for future professional needs. My hats off to Jim Routh 

for taking one for the team. 

It wasn’t all perfectly planned.  It seems that Kimono’s Restaurant at the Disney    

Complex, while offering fine Japanese fare also held a Karaoke session.  As various       

NH-ISAC members and staff were finishing meals, the cacophony of tourists had  

started in what could best be imagined as those in need of medical attention.  Most of 

us bolted to the door in a blinding flash of plasma light and sound…now that is energy! 

by Edward Brennan, Director of Operations 

At the recent NH-ISAC Cyber Summit held in Orlando, Florida in 
May, CYBERFIT™ was launched for every members’ use.  We 
even had a little help...what Cyber Security program would be  

complete without the help of a mouse....Mickey Mouse! 

 

Members who attended received a Fit-Bit watch to remind them to 
keep moving to stay fit. Just as we must continue to improve every 

day to stay Cyberfit!  

Register Now for the June  

Medical Device workshop! 

 Wednesday, June 8, 2016 

8:30am – 4:30pm (MT) 

Breakfast and Lunch Included 

Be sure to join us for a no host dinner the night before on 

Tuesday, June 7.  

Details to be sent upon registration. 

Kaiser Permanente 

6560 Greenwood Plaza Boulevard 

Greenwood Village, CO 80111 
 

Click Here to Register 

www.nhisac.org 

MEDICAL DEVICE 

WORKSHOPS: 

·  Kaiser Permanente  June 8 

 (Denver, CO) 

·   Hospital Corp. of America     

 August 16 & 17           

 (Nashville, TN) 

·  Mayo Clinic - September 26 

 & 27  (Rochester, MN) 

 _______________________ 

 

It is not too late to join the Medical 

Device Security Information Sharing 

Council (MDSISC). The overall   

mission of the MDSISC is to bring 

together stakeholders in the medical 

device security arena to develop 

solutions, identify best practices and 

facilitate the exchange of            

information. The  Council holds 

monthly meetings, has its own 

listserv to support  member         

information exchange and hosts 

medical device security              

workshops.  For more information, 

please email  contact@nhisac.org  

NH-ISAC 2016 FALL SUMMIT 

November 14 - 16th 

Loews Coronado Bay Resort 

4000 Coronado Bay Road San Diego, California, 92118 

https://www.regonline.com/nhisacmedicaldeviceworkshop2
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