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H-ISAC is pleased to publish a monthly member 
newsletter.  It is designed to bring events and 
other important ISAC  information to your   
attention.  If there is something you would like to 
see included please email:  contact@h-isac.org 

 

 
Top 10  

Health Related Cyber Events 

for March:  
 

Coronavirus impacting Business 
Operations and causing Supply 
Chain Disruption 

Emotet Malware Infects  
Computers Through Brute Forcing 
Wi-Fi Networks 

Powerful Cyber Attack Takes 
Down 25% Of Iranian Internet 

US Charges 4 Chinese Military 
Officers in Equifax Hack 

US Intelligence Reveals Malware, 
Blames North Korea 

Connected Medical Devices  
Remain Vulnerable 
to BlueKeep Exploit 

Hackers Were Inside Citrix for 
Five Months 

NRC Health Suffers Ransomware 
Attack 

New Mozart Malware Gets  
Commands, Hides Traffic Using 
DNS 

Firefox enables DNS-over-HTTPS 

@H-ISAC @HealthISAC @Health-ISAC 
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SPRING SUMMIT 

 May 11 - 15, 2020 

 

Innisbrook Resort and Spa in 
Tampa Florida - Home to the Valspar 

PGA in March.  

 

 
 

 
 

  

 H-ISAC is proud to introduce the  

 Wednesday, May 13, 2020 Spring  
 Summit Keynote Speaker : 

 Aaron C. Rouse—Special Agent in Charge, 
  Federal Bureau of Investigation, Las Vegas  
 Division. 

 
 
 
 
 

On July 28, 2016, FBI Director James B. Comey named Aaron Rouse as the     
Special Agent in Charge of the Las Vegas Division.  He oversaw the response and 
investigation of the shooting at Route 91 Harvest Music Festival in Las Vegas. 
 

Mr. Rouse most recently served as Section Chief in the Counterintelligence Division 
at FBI Headquarters (FBI HQ). Mr. Rouse began his career with the FBI in         
September 1996, and was first assigned to the Washington Field Office (WFO) 
where he worked violent crime and was on both the Joint Fugitive Task Force and 
the Violent Crime/Reactive squads. 
 

In October 2014, Mr. Rouse was appointed as the Section Chief for the  
Clandestine Operations Section in the Counterintelligence Division at FBI  
Headquarters. Prior to entering the FBI, Mr. Rouse was a state trooper in the New 
York State Police. 

Date Change for APAC SUMMIT 

New dates are 23-25 June 2020 

 

After careful consideration, 
the H-ISAC Inaugural  
APAC Summit dates 
have been changed.  

 

Registration is open!  

Call for papers  

has re-opened.  

 

 

Information and Registration here  https://h-isac.org/summits/apac-summit-2020/  
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Connect with H-ISAC Around the Globe!  

Find these and other upcoming events on our Events page  https://h-isac.org/events/ 

U.S. - Titusville, Florida - March 4-5 

U.S. - Boston, Massachusetts - April 7 

U.S. - Atlanta, Georgia - April 13 

U.S. - Frederick, Maryland - June 9-10 

Portugal - Lisbon - 17 June  

Global H-ISAC Workshops: 

 

H-ISAC Partnered Healthcare  

Cybersecurity Forums—US 

  Mid-Atlantic, Philadelphia—April 20 

  Rocky Mountain, Denver—July 20 

H-ISAC PRODUCTS AND SERVICES ROADMAP UPDATE 

As a follow-up to the Products and Services roadmap introduced at the Fall Summit,  
H-ISAC staff has been working diligently and is proud to show transparency in the  
development of a comprehensive roadmap. At any point in time, members can check 
the current roadmap status on the P&S Roadmap page, located in the Member Portal. 

https://h-isac.org/portal/products-and-services-roadmap/ 
 

Questions or ideas concerning new solutions for the membership are welcomed. 

contact@h-isac.org  

In the Member Portal 

 

SUCCESSFUL 

HOBBY  

EXERCISE 

H-ISAC held the inaugural “Hobby” Exercise last month on  

February 12, 2020, in Washington, DC.  

Attendees from the public and private sector participated in an 

exercise on cybersecurity challenges within the US 

Healthcare and Public Health (HPH) sector. The dialogue was 

robust and participants shared that the discussion was      

extremely beneficial.   

The After Action Report and lessons learned will be shared 

with H-ISAC members and partners in the coming weeks.    

Croatia - Dubrovnik, CySec 2020 - 29-30 April  

UK - London, Smart IoT - 11 March  

U.S. - Durham, North Carolina, 16th AMC Security & Privacy - June 1-2 

U.S. - New Orleans, Louisiana, AAMI Exchange - June 12-15 

Global Outreach and Events: 

Want to attend HIMSS?  As an H-ISAC member you can get a       

discount on registration.  Please email contact@h-isac.org to receive 

information on how you can take advantage of this offer.   

Also, join H-ISAC on 

March 11th  

from 6:00 - 8:00 p.m.  

 For Dinner and Beverages  

For more information visit the events page on our Website. 

H-ISAC Shared Service 

Free Download:  
DigitalStakeout Windows DNS Log Parser  

Security intelligence tools help to provide visibility into an 
organization’s digital footprint, attack surface, and  
connectivity to the malicious digital footprint  
threatening its organization. Data from DNS queries and 
responses play a central role in this effort.  
 

To make this effort easier to collect and parse DNS        
response data from Windows DNS server environments,  
DigitalStakeout released DigitalStakeout Windows DNS 
Log Parser Community Edition.  
 

To receive more information on this H-ISAC Shared         
Service, please email: contact@h-isac.org. 
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