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Mr. Rice

NH-ISAC President and Board Members Testify on the Hill

On 4/4/17 NH-ISAC president Denise Anderson and board members Terry
Rice, Merck, and Michael McNeil, Royal Phillips, gave testimony to the United
States House of Representatives Committee on Energy & Commerce
subcommittee on Oversight & Investigations regarding “Cybersecurity in the
Health Care Sector: Strengthening Public-Private Partnerships.”

There was overwhelming support and interest from both House Republicans
and Democrats of the subcommittee on the ISAC and it's activities. There
was a lot of interest from the public across the globe as well. Less than a
week after the hearing, there were over 2,200 views on LinkedIn.

For more information go to https:/nhisac.org/announcements/nh-isac-testifies-
cybersecurity-health-care-sector/

Looking forward to a wonderful time learning, sharing and networking!

May 2017

Top 10 Health Related
Cyber Events for
May:

Healthcare Challenges:
Ransomware and the Internet of
Things are the Tip of the Iceberg

Tullamore Hospital Patient's
Information Sent to Wrong Person
After Data Blunder.

Another Ransomware Attack Added
to HHS Breach Tally

Metro Community Provider
Network Settles HHS Breach
Charges for $400,000 And
Corrective Action Plan

Healthcare breach reports
continued to climb in March

Groups Say NIST Must Better
Address Healthcare's Cyber Needs

Kentucky Health Center Ensures
PHI Security After Email Gaffe

Healthcare records for sale on Dark
Web

Locky Ransomware Returns in New
Necurs-driven Campaign

Greenway Health Reports Criminal
Cyber Attack Affecting Certain
Customers

NH-ISAC is pleased to publish a
monthly member newsletter. It is
designed to bring events and other
important ISAC information to your
attention. If there is something you
would like to see included please
email: contact@nhisac.org



https://www.welivesecurity.com/2017/04/07/healthcare-challenges-ransomware-internet-things-tip-iceberg/
https://www.welivesecurity.com/2017/04/07/healthcare-challenges-ransomware-internet-things-tip-iceberg/
https://www.welivesecurity.com/2017/04/07/healthcare-challenges-ransomware-internet-things-tip-iceberg/
http://www.offalyexpress.ie/news/home/244553/tullamore-hospital-patient-s-information-sent-to-wrong-person-after-data-blunder.html
http://www.offalyexpress.ie/news/home/244553/tullamore-hospital-patient-s-information-sent-to-wrong-person-after-data-blunder.html
http://www.offalyexpress.ie/news/home/244553/tullamore-hospital-patient-s-information-sent-to-wrong-person-after-data-blunder.html
http://www.healthcareinfosecurity.com/another-ransomware-attack-added-to-hhs-breach-tally-a-9825
http://www.healthcareinfosecurity.com/another-ransomware-attack-added-to-hhs-breach-tally-a-9825
https://www.databreaches.net/metro-community-provider-network-settles-hhs-breach-charges-for-400000-and-corrective-action-plan/
https://www.databreaches.net/metro-community-provider-network-settles-hhs-breach-charges-for-400000-and-corrective-action-plan/
https://www.databreaches.net/metro-community-provider-network-settles-hhs-breach-charges-for-400000-and-corrective-action-plan/
https://www.databreaches.net/metro-community-provider-network-settles-hhs-breach-charges-for-400000-and-corrective-action-plan/
https://www.databreaches.net/healthcare-breach-reports-continued-to-climb-in-march/
https://www.databreaches.net/healthcare-breach-reports-continued-to-climb-in-march/
http://www.healthcareinfosecurity.com/groups-say-nist-must-better-address-healthcares-cyber-needs-a-9841
http://www.healthcareinfosecurity.com/groups-say-nist-must-better-address-healthcares-cyber-needs-a-9841
http://healthitsecurity.com/news/kentucky-health-center-ensures-phi-security-after-email-gaffe
http://healthitsecurity.com/news/kentucky-health-center-ensures-phi-security-after-email-gaffe
http://www.cso.com.au/article/618116/healthcare-records-sale-dark-web/
http://www.cso.com.au/article/618116/healthcare-records-sale-dark-web/
http://www.securityweek.com/locky-ransomware-returns-new-necurs-driven-campaign
http://www.securityweek.com/locky-ransomware-returns-new-necurs-driven-campaign
https://www.greenwayhealth.com/press-releases/greenway-health-reports-criminal-cyber-attack-affecting-certain-customers/
https://www.greenwayhealth.com/press-releases/greenway-health-reports-criminal-cyber-attack-affecting-certain-customers/
https://www.greenwayhealth.com/press-releases/greenway-health-reports-criminal-cyber-attack-affecting-certain-customers/
mailto:contact@nhisac.org
https://nhisac.org/announcements/nh-isac-testifies-cybersecurity-health-care-sector/
https://nhisac.org/announcements/nh-isac-testifies-cybersecurity-health-care-sector/
https://www.linkedin.com/company/5233435
https://www.facebook.com/NationalHealthISAC/
https://twitter.com/NHISAC

Mark Your Calendars For the Upcoming Workshops:

Medical Device Workshop at Smiths Medical

Wednesday, June 7, 2017
Workshop: 8:00am — 4:30pm CT

Thursday, June 8, 2017
Workshop: 8:00am — 4:30pm CT
Breakfast and Lunch Included both days
Details to be sent upon registration

Smiths Medical
6000 Nathan Lane North
Plymouth, MN 55442

Click Here to Register

BioPharma Workshop at Gilead Sciences
Tuesday, July 11, 2017
Workshop: 8:30am — 4:30pm PT
Breakfast and Lunch Included
Details to be sent upon registration

Gilead Sciences
300 Lakeside Drive
Foster City, CA 94404

Click Here to Register

Medical Device Security Workshop at UC

San Diego

Thursday, July 13, 2017
Workshop: 8:00am — 5:00pm PT

Breakfast and Lunch Included

Details to be sent upon registration

UC San Diego
9540 Towne Center Drive
San Diego, CA 92121

Click Here to Register

May:

NH-ISAC Spring Summit May 8 — 10
Healthcare IT, Chicago May 11-12
MedSec, San Jose, CA May 23-24

June:

Medical Device at Smiths Medical, Plymouth, MN June 7-8
AHIP Conference Austin, TX June 7-9

AAMI Conference Austin, TX June 9-12

Healthcare IT, Boston, MA June 15-16

BIO International Convention, San Diego, CA June 19-22
Healthcare IT, Nashville, TN June 27-28

July:

BioPharma Workshop at Gilead Sciences, Foster City, CA July 11
Medical Device Workshop at UC San Diego, San Diego, CA July 13
2nd Annual Medical Device Cybersecurity Risk Mitigation, July 17
Health IT, Denver, CO July 18

Keep up to date on our latest events at https://nhisac.org/events

Basic Best Practices in Cy
Workshop

NH-ISAC / ONC Outr:

Wednesday, May 31, 2
8:30 am—12:30 p

Kennedy Space Center, State Road 405,
(Visitor’s Center Area) Kennedy Space

There is no cost to atten
Register at:

https://nhisac.org/events/nhisac-events/b
cybersecurity-florida/

ENGAGE & INTE
8:30 - 9:00: Registration
9:00 - 9:50: Cyber Threat Landscape
9:50 - 10:40: Importance of Information
10:40 - 10:55: Break
10:55 - 11:55: NIST CSF Basic Practice
11:55 - 12:30: Wrap-up
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