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Last Minute Spring Summit to do list:

1. Reserve your spot for Dine Around dinners

Monday: Sponsored by Armis and SpyCloud

Tuesday: Sponsored by Agari, Booz Allen Hamilton,

Endgame, Proofpoint, Securonix and Valimail.

2. Register for the member-only Round Table
discussion of your choice. Space is limited.

Go to our Spring Summit page .
https://h-isac.org/summits/2019-spring-summit/

Announcing the H-ISAC European Summit

In an effort to increase regional sharing and networking in
Europe, H-ISAC is excited to announce its inaugural
H-ISAC European Summit.

October 16-17, 2019 in Zurich, Switzerland
to convene at the Kameha Grand Zurich

=  Call for Papers is open until May 19
https://h-isac.org/summits/call-for-papers/

=  Accommodations room block is now open
https://www.kamehagrandzuerich.com/

=  Registration opens June 10

Top 10
Health Related Cyber Events
for March:

Data Breaches in Healthcare Affect
More Than Patient Data

Healthcare has a massive
cybersecurity problem, and we’re not
doing enough to fix it.

Baystate Health suffers data breach

20,485 Patients Impacted by Health
Recovery Services Network Breach

Riverplace Counseling Center Notifies
11,639 Patients After Security Incident

KKR's EmCare Says Patient and
Employee Personal Data Were Hacked

Millions of Medical Documents for
Addiction and Recovery Patients
Leaked

Hardin Memorial Recovering from
Cyberattack, EHR Downtime

Blue Cross of Idaho Notice of Privacy
Breach

'Virus Infection' Prohibits Access to
Patient Records

H-ISAC is pleased to publish a monthly member
newsletter. It is designed to bring events and
other important ISAC information to your
attention. If there is something you would like to

see included please email: contact@h-isac.org

i O ®

@H-ISAC  @HealthISAC @Health-ISAC



mailto:contact@nhisac.org
https://www.healthcareinfosecurity.com/data-breaches-in-healthcare-affect-more-than-patient-data-a-12379
https://www.healthcareinfosecurity.com/data-breaches-in-healthcare-affect-more-than-patient-data-a-12379
https://thenextweb.com/podium/2019/04/23/healthcare-has-a-massive-cybersecurity-problem-and-were-not-doing-enough-to-fix-it/
https://thenextweb.com/podium/2019/04/23/healthcare-has-a-massive-cybersecurity-problem-and-were-not-doing-enough-to-fix-it/
https://thenextweb.com/podium/2019/04/23/healthcare-has-a-massive-cybersecurity-problem-and-were-not-doing-enough-to-fix-it/
https://www.gazettenet.com/Hospital-says-patient-info-exposed-after-phishing-incident-24715494
https://healthitsecurity.com/news/20485-patients-impacted-by-health-recovery-services-network-breach
https://healthitsecurity.com/news/20485-patients-impacted-by-health-recovery-services-network-breach
https://www.databreaches.net/mn-riverplace-counseling-center-notifies-11639-patients-after-security-incident/
https://www.databreaches.net/mn-riverplace-counseling-center-notifies-11639-patients-after-security-incident/
https://www.bloomberg.com/news/articles/2019-04-20/kkr-s-emcare-says-patient-employee-personal-data-was-accessed-jupwipt7
https://www.bloomberg.com/news/articles/2019-04-20/kkr-s-emcare-says-patient-employee-personal-data-was-accessed-jupwipt7
https://threatpost.com/medical-documents-addiction-patients-leaked/143993/
https://threatpost.com/medical-documents-addiction-patients-leaked/143993/
https://threatpost.com/medical-documents-addiction-patients-leaked/143993/
https://healthitsecurity.com/news/hardin-memorial-recovering-from-cyberattack-ehr-downtime
https://healthitsecurity.com/news/hardin-memorial-recovering-from-cyberattack-ehr-downtime
https://www.databreaches.net/blue-cross-of-idaho-notice-of-privacy-breach/
https://www.databreaches.net/blue-cross-of-idaho-notice-of-privacy-breach/
https://www.healthcareinfosecurity.com/virus-infection-prohibits-access-to-patient-records-a-12418
https://www.healthcareinfosecurity.com/virus-infection-prohibits-access-to-patient-records-a-12418
https://www.linkedin.com/company/national-health-isac-nh-isac-/
https://twitter.com/HealthISAC
https://www.instagram.com/healthisac/
https://h-isac.org/events/
https://h-isac.org/summits/call-for-papers/
https://www.kamehagrandzuerich.com/

‘ H-ISAC WORKING GROUP *** IMPORTANT ***
Spotlight
Help make H-ISAC be all it can be. Your feedback is
—Cybersecurity Analytics Development (CAD)— valuable. On Tuesday, May 7'" take the P&S Survey
to have an active role in shaping future H-ISAC
This group is working to establish a strategic approach to products and services.
analytics development and sharing to promote open Thank you!

collaboration throughout the healthcare community.
Leveraging MITRE’s Adversary Tactics, Techniques & Common
Knowledge (ATT&CK) framework, each member organization

conducts independent research on specific cybersecurity Did you know your membership enables access

threat tactics. The group meets regularly to share research to security operations services at a discounted
results (such as Data Exfil over C2 or DCSync T1003,) refine price within our Shared Services program?
the common analytic sharing model, and promote

continuous improvement . Security
After merging with the Big Data working group in the fall of Shared Services Operations
2017, the CAD group has continued to grow and attract new Carvicas
participants. Atypical of H-ISAC working groups, this group

decided to open participation to include members from

FS-ISAC, MITRE, some government entities and several Shared Services vendor, SecureWorks, leverages the
vendors to create a mutually beneficial collaborative volume of the H-ISAC community to offer security
environment. operations tools and services at a discounted rate. These

services include Penetration Testing, Incident Response &
Malware Analysis, as well as Vulnerability Assessment.

H-ISAC members may attend one or more working group
sessions at the Spring Summit on Monday, May 13, unless
otherwise noted in the Summit agenda. To view which groups
to attend at the Summit, please view the agenda: SecureWorks can also assist members in the creation of a

https://h-isac.org/spring19/agendal. Vulnerability Management plan for implementing controls
regarding any found vulnerabilities.

Find more information on services offered as part of
H-ISAC's Shared Services Program at

In addition to Soltra and Anomali, TruSTAR is now working https://h-isac.org/shared-services/
with us for our members to Ingest IOCs and share data.

— ADDED MEMBER BENEFITS —

Upcoming Events:
Connect with H-ISAC Around the Globe!

New York, USA—June 18-19: H-ISAC Healthcare Cybersecurity
workshop, hosted by BCBS Western New York
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United Kingdom—July 10: H-ISAC Cybersecurity Workshop, one Successful loMT Event in Munich

day prior to CybSec and Blockchain Health
50 attendees from across Europe, and the USA gathered in
Munich, Germany to discuss the effects of and

possible mitigation strategies for the Internet of Medical
Things. Chris Flynn led off the workshop with his keynote,
Forward Thinking of HC Security in the UK. The event was
hosted by IBM Watson and H-ISAC. IBM also hosted an
engaging tour of the IBM Watson Tower and the innovative
work being done there. The discussion and collaboration in

the room was fantastic and attendees said they look

Go to our Events page )

https://h-isac.org/events/ forward to meeting at another H-ISAC future event.

Minnesota, USA- September 17: H-ISAC Medical Device
Security Workshop, hosted by Abbott

Switzerland— October 16-17: H-ISAC European Summit

California, USA—December 3-5: H-ISAC Fall Summit
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