Hacking Healthcare
Policy Analysis on Info Sharing

Last week, we started diving deeper into HHS’ newly formed Health Cybersecurity and Communications
Integration Center (HCCIC). We looked at how it might improve the security of HHS systems themselves.
This week let’s look at how the HCCIC will work with DHS’ National Cybersecurity and Communications
Integration Center (NCCIC) and the other government agencies.

For HCCIC to add value to the already crowded government information sharing space, it needs to bring
unique skills or capabilities and integrate those capabilities into the existing structure. For instance, the
HCCIC will not add value if it just seeks to put out additional bulletins that are similar to what the NH-
ISAC or NCCIC have already released. The information sharing community is awash in bulletins when
new incidents occur. Just look at the recent ransomware and destructive malware attacks as an
example.

As always, become a member of the NH-ISAC for full in-depth analysis each and every week.

Next week, we will close out our first look at the HCCIC by discussing how the new center will work with
the NH-ISAC itself.

The Week Ahead —

Congressional Activity

e HHS Appropriations Markup (7/19 - House Appropriations)

e Hearings to examine an update on FirstNet (7/20 - Senate Commerce)

e Business Meeting to consider nomination of Christopher Wray as FBI Director (7/20 — Senate
Judiciary)

e Examining Bipartisan Legislation to Improve the Medicare Program (7/20 — House Commerce)

e 21st Century Medicine: How Telehealth Can Help Rural Communities (7/20 — House Small
Business)

Conferences
e 2nd Annual Medical Device Cybersecurity Risk Mitigation (7/17-18)
e Health IT Summit - Denver, CO (7/18-19)
e Medical Device Coordinated Disclosure Tabletop Exercise TTX (7/19)
e DHS Active Shooter Preparedness Workshop - Various Dates/Locations (7/19)
e Black Hat (7/22-27)
e DEF CON 25 (7/27-30)
e Free GCA DNS Webinar by Global Cyber Alliance (7/26)
e Basic Best Practices in Cybersecurity — Nebraska (NH-ISAC) (7/26)
e Basic Best Practices in Cybersecurity — Washington (NH-ISAC) (8/2)
e  SANS Security Awareness Summit — Nashville (8/2-3)
e Free DMARC Webinar by Global Cyber Alliance: Brand Protection (8/2)



https://appropriations.house.gov/calendar/eventsingle.aspx?EventID=395002
https://www.commerce.senate.gov/public/index.cfm/pressreleases?ID=FA285585-CB7C-4081-BCB2-219715E9AE44
https://www.judiciary.senate.gov/meetings/07/20/2017/executive-business-meeting
https://energycommerce.house.gov/hearings-and-votes/hearings/examining-bipartisan-legislation-improve-medicare-program
http://www.house.gov/legislative/date/2017-07-20
https://nhisac.org/events/nhisac-events/2nd-annual-medical-device-cybersecurity-risk-mitigation/
https://vendome.swoogo.com/Denver-HIT-Summit
https://nhisac.org/events/nhisac-events/medical-device-coordinated-disclosure-tabletop-exercise-ttx/
https://nhisac.org/events/nhisac-events/dhs-active-shooter-preparedness-workshop/
https://www.blackhat.com/us-17/
https://www.defcon.org/
https://nhisac.org/events/nhisac-events/free-gca-dns-webinar-global-cyber-alliance/
https://nhisac.org/events/nhisac-events/basic-best-practices-in-cybersecurity-nebraska/
https://nhisac.org/events/nhisac-events/basic-best-practices-in-cybersecurity-wasington/
https://www.sans.org/event/security-awareness-summit-2017
https://nhisac.org/events/nhisac-events/free-dmarc-webinar-global-cyber-alliance-brand-protection/

Hot Links —

Top 3 Essentials in Preparing for Ransomware Attacks (Health IT Security)

Patient Safety Critical Part of Healthcare Information Security (Health IT Security)

Applying Healthcare Information Sharing to Data Security (Health IT Security)

How Security Pros Can Help Protect Patients from Medical Data Theft (Dark Reading)

e Only Half of Healthcare Professionals Report Their IT Infrastructure Is Safe from Cyber Attacks
(Healthcarelnformatics)

e Hospitals to receive £21m to increase cybersecurity at major trauma centres (The Guardian)

o Adobe, Microsoft Push Critical Security Fixes (Krebs)

e Zero-Day Exploit Surfaces that May Affect Millions of IoT Users (DarkReading)

e Expertsin Lather Over ‘gSOAP’ Security Flaw (Krebs)

e 3 things to know about GSA’s proposed CDM SIN (cyberscoop)

Speeches —

e SEC Chairman Jay Clayton’s Remarks at the Economic Club of New York
0 “As a final comment on enforcement, | want to go back to cybersecurity. Public
companies have a clear obligation to disclose material information about cyber risks and

cyber events. | expect them to take this requirement seriously. | also recognize that the
cyber space has many bad actors, including nation states that have resources far beyond
anything a single company can muster. Being a victim of a cyber penetration is not, in
itself, an excuse. But, | think we need to be cautious about punishing responsible
companies who nevertheless are victims of sophisticated cyber penetrations. Said
another way, the SEC needs to have a broad perspective and bring proportionality to
this area that affects not only investors, companies, and our markets, but our national
security and our future.”

Reports —

® Machine Learning Raises Security Teams to the Next Level (McAfee)

e Petya used to destroy evidence of espionage? (BoozAllen)
o |CS-CERT 2016 Annual Assessment Report
e Reducing IT Friction Can Boost Government Workforce Productivity (fedscoop + vmware)

Podcasts —

e Former Estonian President Toomas Hendrik llves on Russia, Fake News, and Twitterbots
(CipherBrief)

Sundries —

e DHS sorts through 'mountain’ of data on energy cyberthreat (E&E News)
e Australian companies under 'constant' cyber attack, says security company Crowdstrike (ABC)
e GCHAQ Says Hackers Have Likely Compromised UK Energy Sector Targets (motherboard)



https://healthitsecurity.com/news/top-3-essentials-in-preparing-for-ransomware-attacks
https://healthitsecurity.com/news/patient-safety-critical-part-of-healthcare-information-security
https://healthitsecurity.com/news/applying-healthcare-information-sharing-to-data-security
https://www.darkreading.com/attacks-breaches/how-security-pros-can-help-protect-patients-from-medical-data-theft/a/d-id/1329326
https://www.healthcare-informatics.com/news-item/cybersecurity/only-half-healthcare-professionals-report-their-it-infrastructure-safe-cyber
https://www.theguardian.com/society/2017/jul/12/hospitals-to-receive-21m-to-increase-cybersecurity-at-major-trauma-centres
https://krebsonsecurity.com/2017/07/adobe-microsoft-push-critical-security-fixes-11/
https://www.darkreading.com/cloud/zero-day-exploit-surfaces-that-may-affect-millions-of-iot-users/d/d-id/1329380?
https://krebsonsecurity.com/2017/07/experts-in-lather-over-gsoap-security-flaw/
https://www.fedscoop.com/3-things-need-know-gsas-proposed-cdm-sin/
https://www.sec.gov/news/speech/remarks-economic-club-new-york
https://www.mcafee.com/us/resources/reports/rp-pathfinder-machine-learning.pdf
https://www.boozallen.com/content/dam/boozallen_site/sig/pdf/white-paper/telebots-group-and-petya.pdf
https://ics-cert.us-cert.gov/sites/default/files/Annual_Reports/FY2016_Industrial_Control_Systems_Assessment_Summary_Report_S508C.pdf
https://www.fedscoop.com/public-sector-innovation-priorities/VMware_Report-7-11-17.pdf
https://www.thecipherbrief.com/former-estonian-president-toomas-hendrik-ilves-russia-fake-news-and-twitterbots?utm_source=Join+the+Community+Subscribers&utm_campaign=df7f815491-EMAIL_CAMPAIGN_2017_07_16&utm_medium=email&utm_term=0_02cbee778d-df7f815491-122520277
https://www.eenews.net/stories/1060057379
http://www.abc.net.au/news/2017-07-16/crowdstrike-says-australia-vulnerable-to-cyber-attacks/8711312
https://motherboard.vice.com/en_us/article/9kwg4a/gchq-says-hackers-have-likely-compromised-uk-energy-sector-targets

e UAE orchestrated hacking of Qatari government sites (WP)

o Dow Jones Inadvertently Exposed Some Customers’ Information (WSJ)

e Elon Musk says preventing a ‘fleet-wide hack’ is Tesla’s top security priority (electrek)

e Extreme cyber attack could cause $120bn in economic damage (FT)

e Russia, China vow to kill off VPNs, Tor browser (The Register)

e The Russians Will Be Back. Will We Be Ready? (Politico Mag)

e South Carolina May Prove a Microcosm of U.S. Election Hacking Efforts (WSJ)

e Is It A Crime?: Russian Election Meddling and Accomplice Liability Under the Computer Fraud
and Abuse Act (LawFare)

o White House reveals contact info on voters concerned about privacy (SC)

e 'lt was always going to happen': Inside the cyber-attack on parliament (bbc)

e DHS S&T cyber division hitting its stride with research transition, start-up projects
(FederalNewsRadion)

e House extends law streamlining federal IT systems (the Hill)

e Military cyber operations headed for revamp after long delay (AP)

e Nations, Even Adversaries, Must Work Out Cyber Issues - Carefully (Cyber Brief)

e Wyden pushes DHS to adopt DMARC (SC)

e More on the NSA’s Use of Traffic Shaping (Schneier on Security)

0 Deep-dive (TCF)

(In)Secure Takes —

Jennifer @jfost75 - 20h v
Deadline extended to August 1st!

NH-ISAC @NHISAC
Call for papers deadline is tomorrow 7/14 for NH-ISAC Fall

Summit. Go to nhisac.org/events/cyber-r...
#NHISACFall17

Contact us: follow us @NHISAC @flatgard and email us at bflatgard@nhisac.org



https://www.washingtonpost.com/world/national-security/uae-hacked-qatari-government-sites-sparking-regional-upheaval-according-to-us-intelligence-officials/2017/07/16/00c46e54-698f-11e7-8eb5-cbccc2e7bfbf_story.html?utm_term=.bf9afabdfef0
https://www.wsj.com/articles/dow-jones-inadvertently-exposed-some-customers-information-1500237742
https://electrek.co/2017/07/17/tesla-fleet-hack-elon-musk/
https://www.ft.com/content/dff0649c-671a-11e7-8526-7b38dcaef614
https://www.theregister.co.uk/2017/07/11/russia_china_vpns_tor_browser/
http://www.politico.com/magazine/story/2017/07/13/russia-us-election-security-reform-215367
https://www.wsj.com/articles/south-carolina-may-prove-a-microcosm-of-u-s-election-hacking-efforts-1500202806?mod=e2tw
https://www.lawfareblog.com/it-crime-russian-election-meddling-and-accomplice-liability-under-computer-fraud-and-abuse-act
https://www.lawfareblog.com/it-crime-russian-election-meddling-and-accomplice-liability-under-computer-fraud-and-abuse-act
https://www.scmagazine.com/white-house-reveals-contact-info-on-voters-concerned-about-privacy/article/675334/
http://www.bbc.com/news/uk-40619309
https://federalnewsradio.com/cybersecurity/2017/07/dhs-st-cyber-division-hitting-its-stride-with-research-transition-start-up-projects/
http://thehill.com/policy/cybersecurity/341878-house-passes-extension-of-it-streamlining-law-alongside-defense-auth
https://apnews.com/23fdab1570ae4846ae4d56bf696bcc94/US-finalizing-plans-to-revamp-cyber-command
https://www.thecipherbrief.com/column/strategic-view/nations-even-adversaries-must-work-out-cyber-issues-carefully-1092?utm_source=Join+the+Community+Subscribers&utm_campaign=df7f815491-EMAIL_CAMPAIGN_2017_07_16&utm_medium=email&utm_term=0_02cbee778d-df7f815491-122520277
https://www.scmagazine.com/wyden-pushes-dhs-to-adopt-dmarc/article/675864/
https://www.schneier.com/blog/archives/2017/07/more_on_the_nsa_2.html
https://tcf.org/content/report/surveillance-without-borders-the-traffic-shaping-loophole-and-why-it-matters/
mailto:bflatgard@nhisac.org

