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H-ISAC is pleased to publish a monthly member 
newsletter.  It is designed to bring events and 
other important ISAC  information to your   
attention.  If there is something you would like to 
see included please email:  contact@h-isac.org 

 

 
Top 10  

Health Related Cyber Events 

for November:  
 

 

Harvesting Attacks & the Quantum  
Revolution 

WebEx, Zoom Meetings Exposed to 
Snooping via Enumeration Attacks 

Ransomware Forces 3 Hospitals into 
Downtime, as Disruptionware Emerges 

TA505 rising to become world's most 
dangerous cybercriminal group 

RobbinHood Ransomware Using Street 
Cred to Make Victims Pay 

Microsoft Blocks Credential Theft Attack 
Targeting Dozens of Organizations 

Apple Under Fire Over Sending Some 
Users Browsing Data to China's Tencent 

Global Shipping Firm Pitney Bowes 
Affected by Ransomware Attack 

Avast Discloses New Security Breach 
Aimed at CCleaner Software 

Amazon Web Services' DNS systems 

knackered by hours-long cyber-attack 
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*** H-ISAC BOARD ELECTION RESULTS *** 
Congratulations to the six new and re-elected board directors  

whose service will commence at the Fall Summit:  

 

Provider 
   Dan Costantino - CISO, Penn Medicine 

   John Rasmussen - Vice President and CISO, MedStar Health 
 

Pharmaceuticals 
    Colleen McMahon - Vice President and CISO, Mylan Pharmaceuticals 

    Mike Towers (incumbent) - CSO, Takeda 
 

Medical Device 
   Michael McNeil (incumbent) - Global Product Security & Services Officer, Philips 
 

Other Health Sector 
    Taylor Lehmann - Vice President and CISO, Athenahealth 

 

The fully constituted board is as follows: 
Marene Allison - Johnson & Johnson    Greg Barnes - Amgen  
TJ Bean - HCA          Brian Cincera - Pfizer 
Dan Costantino - Penn Medicine      Taylor Lehmann - Athenahealth  
Colleen McMahon - Mylan Pharmaceuticals  Michael McNeil - Royal Philips  
Scott Morris - Blue Cross Blue Shield of WNY Petar Naumovski - BCBSA  
Frank Price - CVS Health        John Rasmussen - MedStar Health  
Terry Rice - Merck          Michael Towers - Takeda  
Karl West - Intermountain Healthcare 

 

We extend our thanks and deep appreciation to outgoing board members Jigar      
Kadakia (Partners Health) and Brad Sanford (Emory University) for their significant 

contributions and years of service to the Health ISAC.  

IT’S ALMOST GAME TIME! Only 4 weeks  
 

 

 

 

The Fall Summit is going into OVERTIME!  
Cybersecurity Leadership Academy  

In this one-day leadership program, industry experts will present key components of an  
effective cybersecurity strategy and approaches any organization can take to gain  
employee support and engagement. AEHiS/CHIME is offering this session at a special 
discounted rate of just USD 695. 

Register here https://web.cvent.com/event/cc8b4101-3674-4d3a-b1de-15bf9d952eab/regProcessStep1?

rt=JcU0_nehDEG509lbyR24TQ&utm_campaign=activedemand&ad_sid=814911320&utm_medium=email&utm_source=activedemand  

Fall Summit Highlights: 

 A special HDO Medical Device training session designed for hospital staff                
(IT/Clinical/Managerial) that are interested in jump starting a basic cybersecurity      
initiative at their medical facility is available for members on Tuesday morning.  

 Be sure to sign up to test your skills in the Escape Room. 

Have you…..          https://h-isac.org/summits/fall-summit-2019/  
   Registered? Early Bird ends November 8

th
. Save almost 300 USD now 

   Signed up for the Escape Room? Choose a time (in your registration page) 

   Reserved your room? Hotel Reservation Cut-Off:  November 11
th 

 

mailto:contact@nhisac.org
https://www.darkreading.com/vulnerabilities---threats/harvesting-attacks-and-the-quantum-revolution/a/d-id/1335870
https://www.darkreading.com/vulnerabilities---threats/harvesting-attacks-and-the-quantum-revolution/a/d-id/1335870
https://www.securityweek.com/webex-zoom-meetings-exposed-snooping-enumeration-attacks
https://www.securityweek.com/webex-zoom-meetings-exposed-snooping-enumeration-attacks
https://healthitsecurity.com/news/ransomware-forces-3-hospitals-into-downtime-as-disruptionware-increases
https://healthitsecurity.com/news/ransomware-forces-3-hospitals-into-downtime-as-disruptionware-increases
https://www.ptsecurity.com/ww-en/about/news/ta505-rising-to-become-worlds-most-dangerous-cybercriminal-group/
https://www.ptsecurity.com/ww-en/about/news/ta505-rising-to-become-worlds-most-dangerous-cybercriminal-group/
https://www.bleepingcomputer.com/news/security/robbinhood-ransomware-using-street-cred-to-make-victims-pay/
https://www.bleepingcomputer.com/news/security/robbinhood-ransomware-using-street-cred-to-make-victims-pay/
https://www.bleepingcomputer.com/news/security/microsoft-blocks-credential-theft-attack-targeting-dozens-of-orgs/
https://www.bleepingcomputer.com/news/security/microsoft-blocks-credential-theft-attack-targeting-dozens-of-orgs/
https://thehackernews.com/2019/10/apple-safari-safebrowsing-tencent.html
https://thehackernews.com/2019/10/apple-safari-safebrowsing-tencent.html
https://www.bleepingcomputer.com/news/security/global-shipping-firm-pitney-bowes-affected-by-ransomware-attack/
https://www.bleepingcomputer.com/news/security/global-shipping-firm-pitney-bowes-affected-by-ransomware-attack/
https://cyware.com/news/avast-discloses-new-security-breach-aimed-at-its-ccleaner-software-85451e74
https://cyware.com/news/avast-discloses-new-security-breach-aimed-at-its-ccleaner-software-85451e74
https://www.theregister.co.uk/2019/10/22/aws_dns_ddos/
https://www.theregister.co.uk/2019/10/22/aws_dns_ddos/
https://www.linkedin.com/company/national-health-isac-nh-isac-/
https://twitter.com/HealthISAC
https://www.instagram.com/healthisac/
mailto:contact@nhisac.org
https://web.cvent.com/event/cc8b4101-3674-4d3a-b1de-15bf9d952eab/regProcessStep1?rt=JcU0_nehDEG509lbyR24TQ&utm_campaign=activedemand&ad_sid=814911320&utm_medium=email&utm_source=activedemand
https://web.cvent.com/event/cc8b4101-3674-4d3a-b1de-15bf9d952eab/regProcessStep1?rt=JcU0_nehDEG509lbyR24TQ&utm_campaign=activedemand&ad_sid=814911320&utm_medium=email&utm_source=activedemand
https://h-isac.org/summits/fall-summit-2019/


 

H-ISAC FALL SUMMIT WORKING GROUPS  

H-ISAC Summits are a good opportunity for members to 
learn which groups best fit their needs and interests. All 

working groups are open to members (unless marked as “closed.”)  
 

MONDAY DECEMBER 2nd     8-5pm IT M&A (Closed) 
2-3pm Tic (Closed); Software Security; Education and Awareness; 
MDSISC 
3:05 - 4:05pm Cloud Security, TPRG Prevalent User Subgroup;  
4:10 - 5:10pm CybSec Analytics; Incident Response; Global Privacy 

TUESDAY, DECEMBER 3rd    8-11am IT M&A (closed) 
8-11am TPRG Working Group  
9-10am Data Protection 
10-11am Risk Management  
10-11am Policy and Governance 

 Connect with H-ISAC Around the Globe!  

 

 

Begin planning for 2020 events  

and keep an eye on our events page for new additions. 

 

 
 

Find these and other upcoming events on our Events page  https://h-isac.org/events/ 

London—November 20: H-ISAC speaker panel and booth at the 

Cyber Security & Data Protection Summit 

California—December 2-5: H-ISAC Fall Summit 

London—February 5: H-ISAC Security Workshop 

Massachusetts—April 7: H-ISAC Security Workshop 

Florida, USA—May 11-13: 2020 H-ISAC Spring Summit 

 

Inaugural European Summit is in the books—and more to come! 

 

Last month, 105 attendees from 15 different countries - including a few supportive vendors - met at a hotel in Zurich, Switzerland  
for two days of solid security content and beneficial health IT networking.  
 

A solid foundation was laid for future regional events through the active information sharing that took place at H-ISAC’s European 
Summit. The mission of H-ISAC was accomplished. Attendees were able to network with each other and meet new faces and names 
that they can continue to collaborate with on Threat Intel sharing.  These relationships allow members to be more proactive in       
creating greater cyber resilience for their own enterprises and communities.  
 

Note: If you are an H-ISAC member based in Europe, please email contact@h-isac.org to get added to the collaboration forums and 
get involved in the community.  

 
November Healthcare 

Cyber Forums in Houston 
and Seattle 

H-ISAC Members receive  
complimentary registration 

H-ISAC has partnered with 
Healthcare Innovation to host new 
cybersecurity forums. We’re co-organizing the forums to     
present top-quality education for cyber professionals in 
healthcare.  H-ISAC members may attend free of charge. 

November 15th Southwest Cyber Forum— 
registration, agenda, and speakers: 
https://endeavor.swoogo.com/2019_southwest_cybersecurity_forum/296734 

November 20th Pacific Northwest Cyber Forum— 
registration, agenda, and speakers: 
https://endeavor.swoogo.com/2019_pacific_northwest_cybersecurity_forum/296637 

 

H-ISAC / Japan Healthcare Cybersecurity Workshop 
 

We had a successful workshop in Japan with over 45 people in 
attendance. There were several excellent presentations and 
attendees enjoyed a reception following the event.  

 

H-ISAC Webinar: Maximize Your Threat Sharing  

Wednesday, November 6, 2019 @ 1PM 
EDT 

Organizations rely on the Anomali 
Threat Platform to detect threats,  

understand the adversary, and respond effectively. Learn how to 
use Anomali to automate your H-ISAC threat intelligence feed. 

This webinar is for H-ISAC Members Only. Webinar login  
information was sent to the Members Only Listserver. If you need 
additional information, please email us at contact@h-isac.org. 

As an H-ISAC member you are eligible for a discount on the   
Enterprise version for maximum functionality. 

“I never realized there were so many other European healthcare analysts like me.” - European Summit Attendee  
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