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Health-ISAC European Summit Registration
is OPEN!

https://h-isac.org/summits/2022-european-summit/

Cast your Security Net to catch great networkin? and learning
opportunities with Health-ISAC in Algarve, Portugal Oct 18-20, 2022

Agenda

E

Book Your Room by Oct 3 Keynote

Preview the agenda of
“can’t miss” sessions
https://web.cvent.com/
event/49401519-
fad0-43fc-9745-385cf6f673b0/

Cybersecurity Expert,
Graham Cluely, will provide
current trends around
cybersecurity. Here is a link
to his Smashing Security

Reserve your hotel
accommodations at the Hilton
Vilamoura As Cascatas

Golf Resort and Spa.

Hotel link:

Top Health Related
Cyber and Physical
Events for September

Misconfigured Meta Pixel Expose
Healthcare Data of 1.3M Patients

Overview of Recent Violent Attacks
in U.S. Hospitals

Deepfakes Grow in Sophistication,
Cyberattacks Rise Following

Ukraine War

BlackCat Ransomware Claims
Attack on European Gas Pipeline

Cyberespionage Aimed at Industrial

Enterprises in Russia and Ukraine

ink hin
New Dark Web Markets Claim

Association with Criminal Cartels

https://h-isac. org/summits/2022- podcasts: websitePage:9d648552-33f9-4
european-summit-hotel/ https://grahamcluley. com/ 8d8-802d-47dc00f451f7
podcasts/

FBI: Zeppelin Ransomware May

Encrypt Devices Multiple Times in

Health-ISAC Fall Americas Summit

Registration is OPEN!

https://h-isac.org/summits/2022-fall-americas-summit/

It's time to pull out the maps and book your Route to Security at the
December 6-8, 2022. Be sure to register and book your room.

Hotel Cutoff Nov 11 Agenda

£

Access the agenda
https://web.cvent.com/event/
e1ad1265-8f9e-49e7-
ba34-7c7e0ef-45fa5/
websitePage:9d648552-33f9-48d8-80
2d-47dc00f451f7

Keynote

Arizona Grand

https://h-isac.org/
summits/2022-fall-

Keynote & Emcee
Dr. Tiffany Vora

https://youtu.be/
eNzgFPniuk

summit-hotel/

@Health-ISAC @HealthISAC

Attacks

New Traffic Light Protocol Standard
Released After Five Years

Zero Trust Adoption Reaches
Record High in Healthcare

Hackers Attack UK Water Supplier
with 1.6 Million Customers

Health-ISAC is pleased to publish
a monthly newsletter designed to
bring events and other important
ISAC news to your attention. If
there is something you would like
to see included, please email:
contact@h-isac.org.
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THREAT OPERATIONS CENTER BOARD ELECTIONS

New Intelligence Report Series --
Bi-Weekly Geopolitical Watchlist Update

We’'re excited to announce that Health-ISAC will be publishing a new
intelligence report every other Friday — the Geopolitical Watchlist. The

report will inform members of international social, political and economic Mark YOUI' Calendars

issues that could negatively impact the global healthcare sector.

Voting opens October 3rd

The report offers health security and risk professionals a means to make

well-informed global risk mitigation strategies and tactical decisions. Each Member organization has one vote to cast for Board
Health-ISAC encourages members to provide feedback on the elections, so be sure to remind your Member point of contact
Geopolitical Watchlist and provide recommendations for future topics. to vote during this 12-day voting period.

Watch for the first Geopolitical Watchlist to be published September 2.
“Each year, members elect representatives to serve on

e the Health-ISAC Board. Director elections are approaching,
and | ask each one of you to help by voting. Elections are
FREE CYBERSECURITY your chance to assure that the product and service needs of

your healthcare sub-sector are represented on the board.

AWARENESS MONTH TOOLKIT

Voting amplifies your voice!”
--Brian Cincera, Health-ISAC Board Chair

Cofense is making its Security
Awareness Kit available to all ISAC members from now until the

end of October’s Cybersecurity Awareness Month. MEDICAL DEVICES PODCAST
The toolkit includes a presentation, infographics, email banners, Read an overview and listen to Phil Englert,
screensavers and more — all designed to support employees Health-ISAC’s Director of Medical Device

Security, talk about medical device security
risks in this podcast interview.

of
ity

To Download Toolkit Please Visit: https://h-isac.org/the-complexity-of- m
https://cofense.com/awareness-resources managing-medical-device-security-risk/

HEALTH-ISAC REGIONAL WORKSHOPS

Think of Health-ISAC Healthcare Security Workshops as an intimate mini 1-day Summit where speakers share
the latest in physical and cybersecurity best practices, the Exercise Team runs a discussion-based exercise
scenario, and the optimal-sized gathering provides the opportunity to make local peer connections.

as they do their part to recognize and report phishing.

Health-ISAC / Indiana Health Health-ISAC and CareSource
Healthcare Security Workshop Healthcare Security Workshop
Indianapolis, Indiana Dayton, Ohio
September 22 September 27
Sponsored by ¥7 Med Sponsored by

UPCOMING EVENTS: LINKS AVAILABLE HERE: https://h-isac.org/events

Monthly Member Events

- Automating Internal & External Security Intelligence at Healthcare Orgs

Monthly Threat Briefing

P , , . 9/27 - Last Tuesday of each
- Navigating the Changing Medical Device Threat Landscape month at 12pm ET.

Community Services
ETC Update
-How to Leverage Managed Services for Incident Response and 9/29 - Last Thursday of each
Vulnerability Management on loMT month at 12pm ET.
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